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%2 T EMEFRGPRER - LR RaGTHRARBEIFF G ER F X1k
FRAER N EBRIE A BERAMRE A REL @HETTHATFRORE » B
HORAETITRAT R L — AT ERIE L ENE T AR M 55—
HHENMELARRBRRBRI B ETEHS - AX T H MU Bl A ETHRN
B R AN 547 0 Fh by R W SFAB T 5 AT T AR &R Hdir A AT 09 B PR AR
RPN BB T o VE L K B R A b =38 3 E B A ARG A B 09 5 FRIE -

Mets : 2TEB/E - Z2TAEAR BETERI>E KRB TEHE - TTHI
quantum cryptography > quantum communication * quantum key
distribution * post-quantum cryptography * quantum-proof * quantum-safe »

quantum-resistant
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+* 2
= N =
=i TS

ERSEDERGBRERY & THAERERALRE RGN WE
ARG ERARBXRFEHMAMEF o FF AT REAALL - BEE
EAG L F RIS - LR HERNABREIFNEL F AL FRSENA
EBBH T BRAGHEA ALY - Bltm s ETEMAAEAGFT@EILE
(Shor’s Algorithm ) » T & #&=t 50 B B o A4~ A3 3 B0 Bk E] o 42 #3330
Fiho BB ik s 8 Ty ik 0 B B R A 0 B BUAT 3 dk ag R A S PT BRIz AR )
B IE AR 24w E R L% > 42 RSA (Rivest-Shamir-Adleman) 7 F 7% ~ i 3F —
# 2 58 A% (Diffie-Hellman Algorithm ) »A & itk [ w1 42 /m %8 7% (Elliptic Curve
Encryption) % &R H%4 °

[X]

HRET 0 AR 2330 B T4 ued & T B L AR 128 45 L 2 F R
VB Wm0 T B 4,098 18E AL U6 F T B G IR T AR AR 2,048 14 T4
R RSAREZ " IR T I m E 7 Xl 2 Bl A 0y B R ST » A &
WA ETEMOBE - RAT R mFH LA AES (Advanced
Encryption Standard) & ¥ 2 T EMN > A2 2HFRILETEMERATATAL
Oy AMER—EER REESBAERN A ENRK T T TN

R EAR T - HEEFRA ARG M RS —AEEZGRA -

mHETEMORE > & THFRA ARG Z 2N AREmEN T X
TAHMETITGRRT R R—RARN BT AHAZG R AR ES 2@
ey B ay o Blde A& T F 4 5 4 (Quantum Key Distribution) & £ 69 & T id
3 (Quantum Communication) #8 B #& #if > 7 — A &% X Bl 2 BB & F S I~
BEH AR R LA L EBRIRAH LA S F R BEE T EHL (Post-
Quantum Cryptography ) * & & T % #5 5 T 4 o 4 A% & & T # 4o it (Quantum
Resistant )

Martin Roetteler et al., Quantum resource estimates for computing elliptic curve discrete logarithms,
arXiv:1706.06752 (2017).

Daniel J. Bernstein, Grover vs. McEliece, PQCrypto 2010: Post-Quantum Cryptography, International
Workshop on Post-Quantum Cryptography, page 73-80 (2010).
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RFREAZTEMRELMRFEMNRZ D ZIEMATIENA 1984 5 » Bennett
Fo Brassard WAL LR A AR E THAZ T hZER 22 EmEHy T - LA
AL m AR — R R By E 4 AR T B AR B 0 F A 0 PABRIE e 38 R
B A 0 AT BB A R R AN R ARG - ZARK TR T & TR
VE T A AT ey K PT

BETEBHZANZBAEMAREBHZHMER T -y L RENE
TEWMHBEABRHBOEBRRAR - BREBAGHIEBREY  BERTAE
REROBPHRAE LB CRAHBRIGHERTR O RE LG MECSENE 2%
B 5 HAR S ey O 3R e RO E T B R R AT AR AT R PRk AT A 64 AR
ik T RANEE T EHNRNRN  RTFNWEETEBLARLEHE
A LIS R A 6 RSA e 2 39157 1978 SFATHTES » % AT AR R
BETHIESLYER  L50H SHEALRRETHIRE FHEWEB/AL -

FfAAARM 0 THEGRAY > BT E THRRRBEZE TEHELMHYE
BT R I F T AR T AT E AR A1 28 0 KX P& TR
KRTFRAImGRERZE W HAL I >R HBFRARRKLE TEHE =
FATAABR BTN BALAMEH oA > ARE G AP FMEY > TR
AR IR £ B AT R T @ B A B AP EE S o KXW ey A B 5 A R4 A
Derwent Innovation 4] & ¥ &AM % 2020 - 12 A 31 B AT B ey 2 R 25 &4 -
VASAEIR O B4 F & IPC 2 3R ATAR B4 0 BAATF X2 E MF LA %
VAR 1 HoAty £ AR B 00 RAFEAT AT 0 B A AR R & &2 T SR AT 3,000 AR 1
VA B A% & F B A5 5 4T 500 #84F (48 Bl 89 INPADOC &4 Rkt & 14°) - K
XV FHRHTE KRR T LR W FHZ TR R R ey 57 B A
HAF R Rk F 315 VR ERITH S ABFREF — LB E ¥ Hmik
REAFERE BB RBIE D B TATRERANRE  AATE I P HZ E
B XA B BR MRS AT F AR SRHE R AR R R BT B0 W F R AT
oo REER AR A KA EMFFEMN -

> INPADOC (International Patent Documentation) % #] 53k & BX i 341 B P Al 3E 2 S A A 4% - ;L
&8 B A 09 IR AR R BAR R B PT I R Z A S -
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&
e
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I—EQ:‘
g

R
—~ BFa@ AT 8 5 4a

T BT R LT 0 B THALARH A WmBA b R AT
AT I VAE R E R4 AT AR A E O e B HL A R AR A X 0 AREMR
A o T@%&T%ﬁéf]\ﬁ??%ﬂa%ﬁﬁ}i’k = FHEE o R 0 RIS
SRR IR T 0 WfTRE F AL FmeyE 2oy FE - AR E LR E
s (REamEEHRA) > *ﬁ%%%ﬁﬂﬁﬁ%ﬁ%%‘%% o & T MRk R
F AT Yl B 6 T R A AN R St B E R IR R B AT e B R A
Fetham (AFHMAmERZAGMAR E4)  FHRAREFTEIA LD
EZFhy o R > AEHEZ T3 AT R o8 ik 0 B4 TR A e B2 R

RO B AR I e B B A e 2

Tl FHATAR A E T AR R B AT AR AR 8 ¥LAR 45 09 1R B S SE H AT AR
P B FAR AR R BT LR B e Ak Sk RE A A F A R R A A 4R 0 H kil

BT A W AR A LR B TR AR e R TTRERE A EE
WAL P A B =T A AGRA Y IR I -

B F@AMG AT AR 1 RE 1P 0 S AR S F TR A A H
0 Pt R BT R IEAIR o — AT WA B ROLSETER
3% (Quantum Key Distribution, QKD ) + & F % & & 4 i@ A (Quantum Secure
Direct Communication, QSDC ) VA & & T i8R 49FRE % » b > A & FE A
MR IE F AT A F EAE T F 4 4355 (Quantum Key Distribution Networks,
QKDNs ) Z 3 4if °

BT EMBEAIA R TEAMATAAR ZREA 7 X sk dle T 2@ AE
7 M3E L B BRI AAA A ) e AR 0 L AT A 2R GT AR T R

7T
BT 0 o R H RN SR BT AR R 04 38 SRR B A B BLL A SRR AR PT oL SR 0 FRRE
SRBE TUAF o Wk ST 69 = BE B AT A% AR F) 09 18 SREL R e 45 75 7 RAE & AT R 1
1] h VA F AR Ik 77 %1 AT IR 4 A5 04 A 3 4% & (Discrete Variable) # 3k & A kAR
AT % A5 0 5 A X 4845 (Differential Phase Shift) #3& % » & 843k 4405 L1230y
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HIEB AN EIE (MAH) AR EX L EmEs i RRAIEFA
HR B FE A AR -

FTF 22 ABEALA AN E T4 (Quantum Entanglement ) 4732 4F 1 > 4
J& % Fi£1% (Quantum Teleportation) #9{%#3k 7 - A MEATHRFE AN B ik dm o 2
T EMSEFRATAE TREGMAR - B TR EZRANE TR
AHFEATBRMGERENEARY > METES> BT AWM T REES
B L HBE R AR EIRIEAER -

k1 EF@AxmaaL’

— B BT L F e Y =M
R
ko o A AR
P ok 3T YTT
T T EH B = T8 4R E R
s,/ AR TR
BB T2t Eay A (EHRR)
TTEMEAELSR
T TR ABEE R
B R R R
& TR E R FeaE

FTHAEARER A RFETAT TEAARGEE o 8 TEANEBRE
T e fT M R BB A 0 SR R AR MAR & F T SR AT AR IR — R - MR
F 0 B AT BRI A Ao AT R AR R P 4k (RN ER ) 0 A EBR AW KIERE
WAREF K o Bk A2 Tl AAERE LA - I A @R 25 H ey iaE
BRE S BB T ETERIEAEDNE R A N ARG RIER
1R IAIR R E AN - R R H T S AR T B E TR Rm -

YORXZEARH LT REEGE MR
°® ITU-T, Overview on networks supporting quantum key distribution, ITU publication, Y.3800(2019.10).
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FEEUE & (DV-QKD)

S EIUAEN(DPS-QKD)

BT

BFiE

R EROEH
(QsDC)

BENEER EE

EREE

e
1 & FilRIFAd Atk E

=~ ETAAFHEE

JEAEEE (CV-QKD)

RIS/ ANER

BFREETS

TR (FRIEE)

40% 3%
dak
0%
23%
B g .
ﬁ._ 21%
0%
e
15%
; 9%
0% o
0%
HOAL HO4B HOAL HOAL HOAL
9/0852 10/70 9/0858 9/0819 9/0855
W FEG FE N T wTEEHE  FTEHAE WFPHSE

2 ET# CPC 5 #RKIMEE
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% T CPC 22T L R4 2 Frw - & T#AILM CPC 2P > &
LIR30 o #8954 HO4L9/0852 (BT #A5) » & 39% 5 K& & H04B10/70 (2
T ) o b 25% ; % =% 2% HO4L9/0858 (B T R4 iR KB )
21% ; %va % HO4L9/0819 (BT E4 &Mk nHE) » & 9%« # CPC 2wy &
FBEFRAIFTEE TR EZEMEMBEFY » efTHAETE
S0 B AT AR B AR B S A ARE M AR TRAL LA 8 FBAR e T R R E
FH AT EF P AERAR R 20 H R -

120 |

101

i 53

A EHFA

® |, Quantumctek Corp. (CN)

m 2, China Electronics Technology Group Corp. (CN)

= 3. Ruban Quantum Technology (CN)

m4 NEC Corp. (JP)

u 5, South China Normal Uni. (CN)

= 6. MagiQ Technologies (US)

u 7, Toshiba (JP)

u8. Beijing University of Posts & Telecommunications (CN)
19, State Grid Corp. of China (CN)

= 10. Anhui Qasky Quantum Science & Technology Corp. (CN)

3 BT@AAMFREMFFA

Bl 3 &% Tl nikfrey § A FFANN - AT HREMTHFAT - FAHE
R % ELF KA E T HHA %A R E (Quantumctek Corp.) ‘ % — A% E K
E 744 £ B (China Electronics Technology Group Corp.) ~ % = & #t & F
AR A 2 3 (Ruban Quantum Technology ) * AT = K £ 41 ‘5(7 AL FH
KA E s HRBEERA LB RAERMKRK G4 (NEC Corp.) ~ #&Ef X% (South
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China Normal Uni.) ~ MAGIQ # #if A 3 (MagiQ Technologies ) * R % #k X &4t
(Toshiba) b #E K% (Beijing University of Posts & Telecommunications)
B R E % 3 (State Grid Corp. of China) % # B X & F A3 ki A MR 2 8
( Anhui Qasky Quantum Science & Technology Corp.) ° &+ XK EHFHEAF » A
T R A FFAL T B RN REFEL 2 RA P FALA ARG 1125
EB A 0 T RECE E P B KB LRI G AT AZ R 1B R A RN R EB 0 M B
ABEBTH B — T AREGIATEN - REF T HFANELHTELT 24 +X
LAV FEATRE BRF AL LA T FALEH R Kby 8 42 A W oF
A3 & a) T A Tl AR AT B A AR A2 69 T R AR AL A B B AR 64 T

AEE

272

703
449
262

" TrmAEm AE 8k WP0 ool B RE AWM G wEk
Wik RoH 5/ Bh mek
CPRESIE ESUERE PIERgh RSP PP

4 52 ETHRAEA G FZAT T REA G A ME - ETRIFEAR
WEd  REZYNZMEIFRARIFNETERE - ZEAZRB A b FE XM
WP AR ERB BN ER2E > TAERN A PHFERFETHFE R -
HEREFWER TR RERFS Ry B EHas (WIPO) ~ B
FEE o SEE R BB mE K o LI 3 g o & RMILE  TRE R P IHAR
BwaEsh WHBER B EFE RS R IAA RV HF RS LA ERTY
HAZHE R FRAAE A EARGLEZAAE -
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242
98
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126 129 35
N | i i i
0 I_ l

2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020
T

B 5 ET@AEAPFAEC

B 5 %% T i3/ 2006~2020 F64 F AP FAE L - GE S5 FTHhe P EREA
B T B A AT AR IR GG AL T S B AL B K A2 R R R R AT S ) 0 TS
P B KRG FRZE AR AT HBET I ARBEAR RO ERET -
B 2017 £2020 F » FE RF=e) A P FHE HAEFTILP BT RE) 8 RASL ©

B KPR AMR ES A ERE TEGRMIEAER LR AR RBR
BRI EE T K ARBE R HRIBRBAGE LR E I A L - £ ETIE
MM EREEY  FPEAXBRAZERRDRT G - RALBATAR T 0y 24
BR > Hi#—% S E FlARMTEYRAL - PRREOEIFRAREEL
AR A T

¢ RHEEE20204F12 A 31 BAT AKX AR EHEH B RAH 18EA FIAMuRT (A
WiE B RARFEAMBAL) 0 Bk 2020 FHHFZ LA HEF R DERBAKTEFF - F
BB HB T -

TR TFEAEEREN AT BER ) o 3INHT R 48 - https://www.sohu.com/a/474984029 348129 (&
#BEER 12021 F12A78) -
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(—) 2008 FEFHERHIE T T BN ENTEAMRE -

(=) 2013 FIRT RGBT B AERER° -

(Z) 2013 FRABHHREMETAERET FHREBE AL — " WRHDGE | HilFHmE

(

BREA TR EE S #542017 F9 AREXHE Y

W) 2016 FEFHEERMEE " EFR, FHAE 2017 F9 A T EFK
ME XK@ ETREENR " RRESE  RIHE TRTHNEZTRE
W DI — 8 E M —RAL Y RIRE T @AM A LA - 2018 S 0 K&
BT T RRHBE RS FTRARREARERMRELZBECRY T
"B RRBETREBAFTHHEBEL ) 0 SIN T H—RA R R
HILAR ) ZHFET -

(2) BT THEABAIMEERFES L P20195F BHEESEHA(ITU) X"

(

@@%%%%?%ﬁmﬁ%ﬁmeHm)J’E%ﬁ%ﬁ£@ﬁ¢%
—EETEAEMER A" GAMRET BHAEZT YREAFG@ER =X
WE L P FRECHSPEREERELT L -

<) 2019 F > PEFAKREAKALSEEZARIREZEERETTELH>ELL X
Rég/NT = TAAFREL Y REAL > L7 T AL LRI TH IR o

(£) 2020 F > +EMAXEEHA " R2TH5R, ETHETREZLARR LFE —

FTRFAZRILDNRG T T HEH L -

10

12

13

Xiang-Bin Wang, Beating the Photon-Number-Splitting Attack in Practical Quantum Cryptography, 94
Phys. Rev. Lett., 230503 (2005).

Chen T Y et al., Field test of a practical secure communication network with decoy-state quantum
cryptography, 17 Opt Express, 6540—6549 (2009).

FEHK TRRLRS  OMAEETTREFACELRET - P B ALK hitps://www.cas.cn/
cm/202101/t20210107_4773810.shtml (&% #H B 2022 1 A 21 8)

3£ 7 -

Telecommunication Standardization Sector, Focus Group on Quantum Information Technology for
Networks, International Telecommunication Union, https://www.itu.int/en/ITU-T/focusgroups/qit4n/
Pages/default.aspx (last visited Jan. 21, 2022).

G. Zhang et al., An integrated silicon photonic chip platform for continuous-variable quantum key
distribution, 13 Nature Photonics, 839—-842 (2019).

Yu-Ao Chen et al., An integrated space-to-ground quantum communication network over 4,600
kilometres, 589 Nature volume, 214-219 (2021).
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AR TFEN S ERBASALEEE  AESBRT s AT LN GE
F—An o BEALRLMBE R - kTR 0 F B R F T @ Ik a4k ey 48 ek
P E 0 iR B R AR o RS B e B AT 0 £ S EAT s AT
B BEZRVFABGUABAR FRLE > —HFONIAKERZEL  HERBf
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CV-QKD 0 ‘ﬁﬁ *a@ a?zh :#?a m?m ﬁa{t—

BES: QKD ® ¥ ¥ W : 2
DV-QKD L ¥ ¥ ¥ ¥ %
F-R LR F=ZK ER-E FEA EATF R BER

B o6 ZT@ATHEABLIEL

B 1984 % Bennett = Brassard 4% &t BB84 t9& T F4 5 B 7 TR > it
TERIBERMHEEERFTEAFRE > AR TRAMRA  THAEETE
oA T AR RS ARETRERD - AMBEEANETEHIER
M AR eyt R ARIEIRE C LA TREAY > K E T A TESE
T B EH ARG AR RBLERE - B 7 &% TR EMD
MAEMR > HETFTTAER > ETHEAAADA LN ERERTOZEARSEE
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* 19784 RSA - EEMRIETH AR
« 1994 Shorj&E &A%
e 1996~1999F + ZAMERAE - LEBETIFRR

* 2006 F—EREFEHREETR
PQCryptotEEL IR 2217

* 2009£NISTEMPQCHRER S
« 2011FEZ2HERE - BEEBEREIEE

» 2016FENISTRIEIPQCE —Bnzr I - HB2{EZ
BRIB AR

 2019FEAB_GHHEE - H26ETBERS
. 202048 ACRIE - HTERBEHESEREE
iZEEFIE o Tt 20224 SR R 2 0 B I (e

B8 #ETEAHERES

AT A AREETEETRABEIEEBIGRE » TR-H ARYH
ik HAEEH G EETAREM e FRNEFHANE > LA RFHIAETE
B2 2R R AL AR E B S AL R 0 B AT AR AT 00 R A A7
RN AP R RN ERARREREHREEGAE - F
AT EAEHE A THIRE T ERIGI BRI > FhARETE
T TR ik MR A AR G T 09 B E R BRI 0 AR BB B R AT e e B AT 0 35
WHRRRGRE T AESRBO TR SG A RENERGEAHIRET
HHORS  MEHAUNEBRZELAARMIAEETTEBRRR -

BETEBRARLEFRAS T HERROEBRLAG LUK EHPERE L AT
HANT S E/RRAGY  WEAAHIRE T LB B R GAPT AR 518
FHMA  cwE 8T RTHANKETESBRRARLERN 198 FUHBHE
AL LB A L8R 09 RSA B4 A % b B0 K48 2% 5 M £ 1996~1999

15

Robert J. McEliece, A Public-Key Cryptosystem Based on Algebraic Coding Theory, 42-44 DSN
Progress Report, 114-116 (1978).

111.7 B2ME#AT voL.283

47



48

XREH
BT RSB — BT BN B THE

2011 F R AW ERETEHAKYOBAZRIRL > 25 LHEREEH

% % (Lattice-based cryptography * X i & b B B ALK ) ~ 5% T FEHAKY
(Multivariate cryptography ) ~ #f#% % #% £ 4 *° (Hash-based cryptography ) A #2 41

S5 E wh 42 F) JR % A% £ 4 (Supersingular elliptic curve isogeny cryptography )

WO BAREBARII L E SR T T EBHEABRRAKREYSHEETEBLALK -

X ETHHhBER @A MR G Figu  @AEARHE
FMF &R KH— B A NES LRGN RIEGHEPTAN R R KE -
T4 2006 F5 A IRABRETEHENE —EBRETEHSEF LG PQCrypto
ROALFFEZH* BAEBEBRRNCHEST TER S R T HGFX
HEERBZEGA - LFR > TRAREREHZYEZEETTEHENE 2 MR
oo £ RAR B B 3% 47 #F %2 2 (National Institute of Standards and Technology,
NIST) # 2016 SFoFPEL " B & T H PR T L > HdSEHEE » NIST A&
ZAERESELFTRRBENBE T TEHNE RR > SARRE R H LT
WEBEAREIFITTERRL - BETESRRTEFTESTENE ZHey g
WHP o Ry 2 ReyE L RREd 82 EMAAEZE 1518 0 £ 2020 F57
A RBLEF » 8T TEBIREL L AR SEHMEBRERL L - £BTHR
OYERFEE > AR FN  EEREBENERETESREL L EAHMESL
AR EATRE T IR ER 7 -

16

Miklds Ajtai, Generating Hard Instances of Lattice Problems, Proceedings of the Twenty-Eighth
Annual ACM Symposium on Theory of Computing, Special Interest Group on Algorithms &
Computation Theory, page 99—-108 (1996).

Aviad Kipnis et al., Unbalanced Oil and Vinegar Signature Schemes, Advances in Cryptology —
EUROCRYPT ’99, International Association for Cryptologic Research, page 206-222 (1999).
Johannes Buchmann et al., XMSS - A Practical Forward Secure Signature Scheme Based on Minimal
Security Assumptions, PQCrypto 2011: Post-Quantum Cryptography, International Workshop on Post-
Quantum Cryptography, page 117-129 (2011).

Luca De Feo et al., Towards quantum-resistant cryptosystems from supersingular elliptic curve

17

18

19

isogenies, PQCrypto 2011: Post-Quantum Cryptography, International Workshop on Post-Quantum
Cryptography, page 19-34 (2011).

Daniel J. Bernstein, Conference, Post-quantum cryptography, https://pqcrypto.org/conferences.html
(last visited Jan. 21, 2022).

Computer Security Resource Center, Post-Quantum Cryptography Standardization, NIST, https://csrc.
nist.gov/Projects/post-quantum-cryptography/post-quantum-cryptography-standardization (last visited
Jan. 21, 2022).

20
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AERNBGHBEERRE L L MAeHEZEY SMEL L PR OSHMAFTHARMBY
R 4R )R E A IR F ik -

A SHEERBRZTEBRLL 2 A FAT R 6y 5 B A 5 4F A A% S PT
et AT A o e T

(=) GABERBELG . HARER L GO R TGI8 e A E B S8 T
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LG, o

(=) W EBAL MK ESAGOZIAAA T 5 T4 X6 E R
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VE &y B H5 R G0 A5S o

(Z) 29 BEMEAK S BEBAKGEAS T _miRaFaizc Rk
Bl Ed BRI S R 24 RSB Z %

B A2 X 0 R B By R B

(W) MEER/AL  EERRBRB A — RN BIRE PR kS #
AL PR — R M AR H R 09 B A (Merkle tree) - HLHE oy A B
BT 3t SRR o B AR AR b & B ] 0 AR B o AR
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