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17/05/1991 P. 0042 - 0046, Article 7 Special measures of protection ----1. Without prejudice to the provisions of
Articles 4, 5 and 6, Member States shall provide, in accordance with their national legislation, appropriate remedies
against a person committing any of the acts listed in subparagraphs (a), (b) and (c) below. ......... (c) any act of putting
into circulation, or the possession for commercial purposes of, any means the sole intended purpose of which is to
facilitate the unauthorized removal or circumvention of any technical device which may have been applied to
protect a computer program.

WCT &ZZ TBASIC PROPOSAL FOR THE SUBSTANTIVE PROVISIONS OF THE TREATY ON
CERTAIN QUESTIONS CONCERNING THE PROTECTION OF LITERARY AND ARTISTIC WORKS TO
BE CONSIDERED BY THE DIPLOMATIC CONFERENCE | 25 13 {t— A RER G HE M Fi5-—(DEFLIE T
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By b B - R A Zﬁ)ﬁﬁﬂ%ﬂf@%ﬁ TR RE ~ FliEiE&t# - Article 13----Obligations concerning
Technological Measures----(1) Contracting Parties shall make unlawful the importation, manufacture or distribution
of protection-defeating devices, or the offer or performance of any service having the same effect, by any person
knowing or having reasonable grounds to know that the device or service will be used for, or in the course of, the
exercise of rights provided under this Treaty that is not authorized by the rightholder or the law. (2) Contracting
Parties shall provide for appropriate and effective remedies against the unlawful acts referred to in paragraph (1). (3)
As used in this Article, "protection-defeating device" means any device, product or component incorporated into a
device or product, the primary purpose or primary effect of which is to circumvent any process, treatment,
mechanism or system that prevents or inhibits any of the acts covered by the rights under this Treaty.5% 5125 £ 0]
1A WIPO 48055 (http://www.wipo.org/eng/diplconf/4dc_all.htm) » 2013/03/31 visited

2 2:H Kamiel J. Koelman, "A Hard Nut to Crack: The Protection of Technological Measures"[2000] E.I.PR. 272
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! Mainstream Loudoun v. Board of Trustees of the Loudoun County Library, 24 F. Supp. 2d 552 (E.D. Va. 1998).

2 Reno v. American Civil Liberties Union, 521 U.S. 844, 87677 (1997); United States v. Playboy Entertainment
Group, Inc., 120 S.Ct. 1878, 1887 (2000).

3 Microsystems Software, Inc. v. Scandinavia Online AB, No. 001503 (1st Cir. Sept. 27, 2000).
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JB RAE R4S S AW A (Computer programs and video games
distributed in formats that have become obsolete and which require the
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made available by authorized entities) contain access controls that prevent
the enabling of the ebook's read-aloud function and that prevent the
enabling of screen readers to render the text into a specialized format.)#*
d % RALH +4 4 £ ¢ (The American Foundation for the Blind) 2 & i &3
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(D*ERARGHERRKEML 4 2RRF T HRPFHRE >
AR FIUITERERARGELKENRIP2KF R o (Audiovisual
works included in the educational library of a college or
university’ s film or media studies department, when circumvention
is accomplished for the purpose of making compilations of portions
of those works for educational use in the classroom by media studies
or film professors. )
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% I MASE B A ST 55 S AEREC P ) Glushko-Samuelson Tntellectual Property Law
Clinic at American University Washington College of Law Fifgt > i > %t O — I8k BlE T—FIvaTEE
EIE Z S EEE ARG ER > e N ERSE N EE RS EREE TEM ST By > 5525
http:/fwww.webwire.com/ViewPressRel.asp?ald=25843 - last visited 2013.03.31.
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7 75 | (Computer programs and video games distributed in formats that
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have become obsolete and that require the original media or hardware as a
condition of access, when circumvention is accomplished for the purpose of
preservation or archival reproduction of published digital works by a
library or archive. A format shall be considered obsolete if the machine or
system necessary to render perceptible a work stored in that format is no
longer manufactured or is no longer reasonably available in the commercial
marketplace.)
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wH 'E-Fﬁé%_l RIS 53;17 2 A H 1#@ "}3’%1 ‘F‘%&ﬁ #ﬁ 1
£ 32 3 3% @ 3 (Computer programs protected by dongles that prevent
access due to malfunction or damage and which are obsolete. A dongle shall
be considered obsolete if it is no longer manufactured or if a replacement or
repair is no longer reasonably available in the commercial marketplace.)
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¥Ep pREFEIFHN —',‘Ef (Literary works distributed in ebook format
when all existing ebook editions of the work (including digital text editions
made available by authorized entities) contain access controls that prevent
the enabling either of the book’s read-aloud function or of screen readers
that render the text into a specialized format.)
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B)F - RALPANT EATRAAPRIMY 2 TR/ FIT
 RRBTRE R SRR RATFLAREL P g - (Computer
programs in the form of firmware that enable wireless telephone handsets
to connect to a wireless telephone communication network, when
circumvention is accomplished for the sole purpose of lawfully connecting
to a wireless telephone communication network.)
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FH% o A= B 425 ( “bootloader”  program) > i #i F F §
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! TracFone Wireless, Inc. v. Pan Ocean Communications, Inc., et. al., United States District Court, Southern
District of Florida, Case No. 05-61956-Civ; TracFone Wireless Inc. v. Clinton Riedeman d/b/a Larry’s Cell, et. al.,
United States District Court, Middle District of Florida, Orlando Division, Case No. 6:06-CV-1257-ORL-18-JGG

o B _ A ARIILIRIRITS, B MBS S E N SR e i AR N B SRR -
The Wireless Alliance ~EH & R, > 552 i http://mww.copyright.qov/1201/2006/posthearing
/granick-9-11-06.pdf, last visited 2013.03.31.
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Eéﬁﬁiﬁﬁiﬁﬂﬁﬂiﬁﬁ%iﬁﬁ’ﬁﬁiﬂ*ﬁw % 2o
HREGE S BN SEALZ AP m—‘ﬁ > (Sound recordings,
and audiovisual works associated with those sound recordings, distributed
in compact disc format and protected by technological protection measures
that control access to lawfully purchased works and create or exploit
security flaws or vulnerabilities that compromise the security of personal
computers, when circumvention is accomplished solely for the purpose of
good faith testing, investigating, or correcting such security flaws or
vulnerabilities.)

Pe— Bl A RTH > A& Tid F R37¥E < § Edward Felten #&it
fads o 50 AR *:iﬁ" S A TT 2 PP R R T AR
TR KRR F T BEER %ﬁ,uaﬁ%%aﬁﬁﬂ G

o Edward Felten 3%{45:112001 £ FIFRE L A AR R ok

ST O PR 0 228 #ﬁ%ﬁﬁﬂﬁgp“”%

i,

.r_rM

RN %W%w%%’%ﬁ%ﬁﬁﬁﬁwﬁﬁ%i%ﬁﬁﬁm“%ﬁ?%ﬂ-
@A BET " Edward Felten #4587 & 2 F 4 2L b *h 7o F (P A
Rlduse > F (T2 81201 (M T % P 4eBs k502 2 P en2 b)*h o R EUfE
Aegt— RAL o e d PEI201CHETF R - A LE AR F TR
PR X RO LETPNE

k

% J£ Felten v. RIAA (Aug. 13. 20)ZT » $55 3R bRAE A S BSR40 Bdward Felten o fEE:
R R KRR NS » R R e R S AR e > o »
SHEHRSSTE Edward Felien 2] DUERHS T - S AMIRIERHEinaEs - (5 DMCA W RER
m/z*z{%;;:ﬁg FHEAEE - S50 T 2RI BN -

O Sony BMG 7£ CD B A T 44 XCP AR (Tstsis » LIS NS AR BAER CD MRS - &kt
DAEERS A TIRAER > B2 MP3 TE4Er&H » S0 T LAAE iPod _FUEHIREZR - XCP #XAS
FLEA A A Sony BMG © B2 LA XCP #ig AT - 8t 75— B REERE - B5 XCP
HRESHVEIERSE - ARHEBNER » SR EE S AR EER TR - P4 F5Tmts » Sl
RFALEE > 38{#H Sony BMG RFAEMEA XCP #isi A5 CD Sl - 5 & 200 #5E CD -
% 2 B http//'www.copyrightnote.org/crmote/bbs.php?board=2&act=bbs_read&id=111&reply=111 > last visited

32



x$ ML ‘Jr‘r’v’vf;uj PRE D BHEARY 4 Hoe R A b bR
ldesi% niF s 0 T 3 Wik (space—shifting) > @ % > 7 4548 ~ & 4%
f*’*f ¥ A “f’ﬁli e TR TR PR e o R
HHLR o AR5 AT a2 R TR o
éi@@?%ﬁ@m#ﬂﬁ A A LR MGG AR RBT AREY -

B4 I A REPTF R TR YRR A Y L eny

B> T2 g4 (space-shifting) ;» 7 F3HR>t T P 3
(time-shifting) ,» {54 A 1984 & ¢ Sony F 3k A% BIMNEF 4 past
FERh 3% s Sony sPr B PO LT F TS B BT R B A
FIA SR @ SR EITR Y 541 Sony ¢ A RS R F IV W
’ﬁ Pl E B g & g B o anTii k> DAY 75’ XV 3V LR ke
CD 4% 5 MP3 » <3| 7 Pkl ket gt |t chip X #ici i Jf‘% v & p e i o
FiviEh hERE ’#’%-ﬁ?ﬂ R AVERR R B BT MR 2 25

TR S € LU R ;Z—%::‘*%ﬁ DR EA ) FrE T Ed] ) 2
PR > A PR

’E\

BN R # 2 ¥ rOR-DVD B Linux i set dop PR & 2 U CSS
B2 e o FERAAEOREIFR > FF L 5 8 Linux 4 5t
2. DVD 425t » @ R 2 DVD 4 a s B AR AR 3 > Linux @ * 4 3%
R4S R B 0 TR P g T R LERS2 DD ¥

2013.03.31.

o ’%ﬁﬁf% 2000 £E MP3.com(RIAA V. MP3.com, Inc., Civ. Case No. 00-472-JSR (S.D.N.Y. filed Jan. 21,
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(Motion pictures on DVDs that are lawfully made and acquired and that
are protected by the Content Scrambling System when circumvention is
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accomplished solely in order to accomplish the incorporation of short
portions of motion pictures into new works for the purpose of criticism or
comment, and where the person engaging in circumvention believes and
has reasonable grounds for believing that circumvention is necessary to
fulfill the purpose of the use in the following instances:)
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2_i¢ * (Educational uses by college and university professors and by
college and university film and media studies students;)

® %z &% % %] i¥(Documentary filmmaking;)

@ 2t |+ ¥ (Noncommercial videos.)

HEAAP N o ZX G| BRI RE B 47 2R
U AR SN B i”%%};?l‘mﬁ By 3R
2
P
—IT

ARALA 2000 = 7 = 6] Hid £ pEIA 0 B ) 2006 & § 3 = b e

#W%%%ﬁ FEAAETL T ERAD AR S

0 82 g ¥ B8 DVD 2 4?2 At CSS 45 78 F e it 2

s HEF2_ (74 Aﬁ,zu%ﬁuﬂ His H

’#ﬁ;’ip\ KL TR S IR K
T H R Y TSR
P (3)2ey gy o

@“*P

d > T § 8 % (Motion Picture) | > % BI% (28101 2.7 » & T

HICF (F(audiovisual works) ; 2§ B L &% o FI 0 LA b £ i
TR TR P AR m A AR rgﬁ_,{g}fff%Jo

ERE S ENTE

(:N
thd
ot
rl
s}
=3
!
(w
T
&
NS
~my
oW
g
TR
(«-:
~
()
w»
w2

AN REL DD R 25 ¢ BRE RS B R RTE TR T
Z_ * d ”'\ LL‘? ?f’ l//‘f@

’



QTR FiF ZE TR F TR AR PR R 01
M HARE2 E- P iR AEE Y o B aRE s 2 3
T AR F R AV A% S8 #7235 - (Computer programs that
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programs, in the form of firmware or software, that enable used wireless
telephone handsets to connect to a wireless telecommunications network,
when circumvention is initiated by the owner of the copy of the computer
program solely in order to connect to a wireless telecommunications
network and access to the network is authorized by the operator of the
network.)
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* LRl 2 &2 W) BH R 2 Chamberlain Group 2 & #7 i i2 4v 114 £ 9
o (Chamberlain's proposed construction would allow copyright owners to
prohibit exclusively fair uses even in the absence of any feared foul use. It would
therefore allow any copyright owner through a combination of contractual terms
and technological measures to repeal the fair use doctrine with respect to an
individual copyrighted work-or even selected copies of that copyrighted work.
Again this implication contradicts §1201(c)(1) directly. Copyright law itself
authorizes the public to make certain uses of copyrighted materials. Consumers
who purchase a product containing a copy of embedded software have the
inherent legal right to use that copy of the software. What the law authorizes
Chamberlain cannot revoke.)
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4 i rﬁggw SESERIE: SR E S EN NIRRTk SRR A

DMCA L2 dpix 2 Mgkt Flptpsi=nse = ik fo g 41 Skylink Technologies
oS 2 B S sadF o (The DMCA does not create a new property right for
copyright owners. Nor, for that matter, does it divest the public of the property
rights that the Copyright Act has long granted to the public. The
anticircumvention and anti-trafficking provisions of the DMCA create new
grounds of liability. A copyright owner seeking to impose liability on an
accused circumventor must demonstrate a reasonable relationship between the
circumvention at issue and a use relating to a property right for which the
Copyright Act permits the copyright owner to withhold authorization-as well as
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notice that authorization was withheld. A copyright owner seeking to impose
liability on an accused trafficker must demonstrate that the trafficker's device
enables either copyright infringement or a prohibited circumvention. Here, the
District Court correctly ruled that Chamberlain pled no connection between
unauthorized use of its copyrighted software and Skylink's accused
transmitter. This connection is critical to sustaining a cause of action under the
DMCA. Wk therefore affirm the District Court's summary judgment in favor of
Skylink.)
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(Lexmark I1), 387 F.3d 522, 529 (6th Cir. 2004).
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PPRA A F IR R A ETR &7 He (We should make clear that in the
future companies like Lexmark cannot use the DMCA in conjunction with
copyright law to create monopolies of manufactured goods for themselves just
by tweaking the facts of this case.)
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technology exists to ensure that circumvention is done for only legitimate or

—a«

non-infringing purposes. Any technology or device capable of “enabling
significant non-infringing use" may also be capable of permitting rampant
piracy. More to the point, should Congress enact proposals to allow
circumvention for purposes of making fair use or the making and distributing of
circumvention devices for purposes of making fair use, "mod chips" and “"game
copiers" will be legal and this would be devastating to the video game
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Article 11
Obligations concerning Technological Measures

Contracting Parties shall provide adequate legal protection and effective
legal remedies against the circumvention of effective technological measures
that are used by authors in connection with the exercise of their rights under this
Treaty or the Berne Convention and that restrict acts, in respect of their works,
which are not authorized by the authors concerned or permitted by law.
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s R EMA RS F 2 &5 % 5 (WIPO Performances
and Phonograms Treaty, WPPT);fi:}i 2 ‘,;%# 5T

Article 18
Obligations concerning Technological Measures

Contracting Parties shall provide adequate legal protection and effective
legal remedies against the circumvention of effective technological measures
that are used by performers or producers of phonograms in connection with the
exercise of their rights under this Treaty and that restrict acts, in respect of their
performances or phonograms, which are not authorized by the performers or the
producers of phonograms concerned or permitted by law.
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= ~ARE A F A x iE 9 (Beijing Treaty on Audiovisual
Performances, BTAP) 3 i3l 4 5 . &

Article 15
Obligations concerning Technological Measures

Contracting Parties shall provide adequate legal protection and effective
legal remedies against the circumvention of effective technological measures
that are used by performers in connection with the exercise of their rights under
this Treaty and that restrict acts, in respect of their performances, which are not
authorized by the performers concerned or permitted by law.

Agreed statement concerning Article 15 as it relates to Article 13: It is understood that
nothing in this Article prevents a Contracting Party from adopting effective and necessary
measures to ensure that a beneficiary may enjoy limitations and exceptions provided in that
Contracting Party’s national law, in accordance with Article 13, where technological measures
have been applied to an audiovisual performance and the beneficiary has legal access to that
performance, in circumstances such as where appropriate and effective measures have not been
taken by rights holders in relation to that performance to enable the beneficiary to enjoy the
limitations and exceptions under that Contracting Party’s national law. Without prejudice to
the legal protection of an audiovisual work in which a performance is fixed, it is further
understood that the obligations under Article 15 are not applicable to performances unprotected

or no longer protected under the national law giving effect to this Treaty.

Agreed statement concerning Article 15:  The expression "technological measures
used by performers" should, as this is the case regarding the WPPT, be construed broadly,

referring also to those acting on behalf of performers, including their representatives, licensees
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or assignees, including producers, service providers, and persons engaged in communication or

broadcasting using performances on the basis of due authorization.
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§ 1201. Circumvention of copyright protection systems

(@) VIOLATIONS REGARDING CIRCUMVENTION OF TECHNOLOGICAL
MEASURES. — (1)(A) No person shall circumvent a technological measure that
effectively controls access to a work protected under this title. The prohibition
contained in the preceding sentence shall take effect at the end of the 2-year
period beginning on the date of the enactment of this chapter.

(B) The prohibition contained in subparagraph (A) shall not apply to
persons who are users of a copyrighted work which is in a particular
class of works, if such persons are, or are likely to be in the succeeding
3-year period, adversely affected by virtue of such prohibition in their
ability to make noninfringing uses of that particular class of works under
this title, as determined under subparagraph (C).

(C) During the 2-year period described in subparagraph (A), and
during each succeeding 3-year period, the Librarian of Congress, upon
the recommendation of the Register of Copyrights, who shall consult
with the Assistant Secretary for Communications and Information of the
Department of Commerce and report and comment on his or her views
in making such recommendation, shall make the determination in a
rulemaking proceeding for purposes of subparagraph (B) of whether
persons who are users of a copyrighted work are, or are likely to be in
the succeeding 3-year period, adversely affected by the prohibition under
subparagraph (A) in their ability to make noninfringing uses under this
title of a particular class of copyrighted works. In conducting such
rulemaking, the Librarian shall examine —

145



(i) the availability for use of copyrighted works;

(i1) the availability for use of works for nonprofit archival,
preservation, and educational purposes;

(i) the impact that the prohibition on the circumvention of
technological measures applied to copyrighted works has on
criticism, comment, news reporting, teaching, scholarship, or
research;

(iv) the effect of circumvention of technological measures on the
market for or value of copyrighted works; and

(V) such other factors as the Librarian considers appropriate.

(D) The Librarian shall publish any class of copyrighted works for
which the Librarian has determined, pursuant to the rulemaking
conducted under subparagraph (C), that noninfringing uses by persons
who are users of a copyrighted work are, or are likely to be, adversely
affected, and the prohibition contained in subparagraph (A) shall not
apply to such users with respect to such class of works for the ensuing
3-year period.

(E)Neither the exception under subparagraph (B) from the
applicability of the prohibition contained in subparagraph (A), nor any
determination made in a rulemaking conducted under subparagraph (C),
may be used as a defense in any action to enforce any provision of this
title other than this paragraph.

(2) No person shall manufacture, import, offer to the public, provide, or
otherwise traffic in any technology, product, service, device, component, or
part thereof, that —
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(A)is primarily designed or produced for the purpose of
circumventing a technological measure that effectively controls access to
a work protected under this title;

(B)has only limited commercially significant purpose or use other
than to circumvent a technological measure that effectively controls
access to a work protected under this title; or

(C) is marketed by that person or another acting in concert with that
person with that person's knowledge for use in circumventing a
technological measure that effectively controls access to a work
protected under this title.

(3) As used in this subsection —

(A)to “circumvent a technological measure” means to descramble a
scrambled work, to decrypt an encrypted work, or otherwise to avoid,
bypass, remove, deactivate, or impair a technological measure, without
the authority of the copyright owner; and

(B)a technological measure “effectively controls access to a work”
if the measure, in the ordinary course of its operation, requires the
application of information, or a process or a treatment, with the authority
of the copyright owner, to gain access to the work.

(b) Additional Violations. — (1) No person shall manufacture, import, offer
to the public, provide, or otherwise traffic in any technology, product, service,
device, component, or part thereof, that —

(A) is primarily designed or produced for the purpose of
circumventing protection afforded by a technological measure that
effectively protects a right of a copyright owner under this title in a work
or a portion thereof;
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(B) has only limited commercially significant purpose or use other
than to circumvent protection afforded by a technological measure that
effectively protects a right of a copyright owner under this title in a work
or a portion thereof; or

(C) is marketed by that person or another acting in concert with that
person with that person's knowledge for use in circumventing protection
afforded by a technological measure that effectively protects a right of a
copyright owner under this title in a work or a portion thereof.

(2) As used in this subsection —

(A) to “circumvent protection afforded by a technological measure”
means avoiding, bypassing, removing, deactivating, or otherwise
impairing a technological measure; and

(B) a technological measure “effectively protects a right of a
copyright owner under this title” if the measure, in the ordinary course of
its operation, prevents, restricts, or otherwise limits the exercise of a right
of a copyright owner under this title.

(c) Other Rights, Etc., Not Affected. — (1) Nothing in this section shall
affect rights, remedies, limitations, or defenses to copyright infringement,
including fair use, under this title.

(2) Nothing in this section shall enlarge or diminish vicarious or
contributory liability for copyright infringement in connection with any
technology, product, service, device, component, or part thereof.

(3) Nothing in this section shall require that the design of, or design and
selection of parts and components for, a consumer electronics,
telecommunications, or computing product provide for a response to any
particular technological measure, so long as such part or component, or the
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product in which such part or component is integrated, does not otherwise fall
within the prohibitions of subsection (a)(2) or (b)(1).

(4) Nothing in this section shall enlarge or diminish any rights of free
speech or the press for activities using consumer electronics,
telecommunications, or computing products.

(d) Exemption for Nonprofit Libraries, Archives, and Educational
Institutions. — (1) A nonprofit library, archives, or educational institution which
gains access to a commercially exploited copyrighted work solely in order to
make a good faith determination of whether to acquire a copy of that work for
the sole purpose of engaging in conduct permitted under this title shall not be in
violation of subsection (a)(1)(A). A copy of a work to which access has been

gained under this paragraph —

(A) may not be retained longer than necessary to make such good
faith determination; and

(B) may not be used for any other purpose.

(2) The exemption made available under paragraph (1) shall only apply
with respect to a work when an identical copy of that work is not reasonably

available in another form.

(3) A nonprofit library, archives, or educational institution that willfully
for the purpose of commercial advantage or financial gain violates paragraph

1)—
(A) shall, for the first offense, be subject to the civil remedies under

section 1203; and

(B) shall, for repeated or subsequent offenses, in addition to the civil
remedies under section 1203, forfeit the exemption provided under

paragraph (1).
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(4) This subsection may not be used as a defense to a claim under
subsection (a)(2) or (b), nor may this subsection permit a nonprofit library,
archives, or educational institution to manufacture, import, offer to the public,
provide, or otherwise traffic in any technology, product, service, component,
or part thereof, which circumvents a technological measure.

(5) In order for a library or archives to qualify for the exemption under
this subsection, the collections of that library or archives shall be —

(A) open to the public; or

(B) available not only to researchers affiliated with the library or
archives or with the institution of which it is a part, but also to other
persons doing research in a specialized field.

(e) Law Enforcement, Intelligence, and Other Government Activities. —
This section does not prohibit any lawfully authorized investigative, protective,
information security, or intelligence activity of an officer, agent, or employee of
the United States, a State, or a political subdivision of a State, or a person acting
pursuant to a contract with the United States, a State, or a political subdivision of
a State. For purposes of this subsection, the term “information security” means
activities carried out in order to identify and address the vulnerabilities of a
government computer, computer system, or computer network.

(f) Reverse Engineering. — (1) Notwithstanding the provisions of
subsection (a)(1)(A), a person who has lawfully obtained the right to use a copy
of a computer program may circumvent a technological measure that effectively
controls access to a particular portion of that program for the sole purpose of
identifying and analyzing those elements of the program that are necessary to
achieve interoperability of an independently created computer program with
other programs, and that have not previously been readily available to the person
engaging in the circumvention, to the extent any such acts of identification and
analysis do not constitute infringement under this title.
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(2) Notwithstanding the provisions of subsections (a)(2) and (b), a person
may develop and employ technological means to circumvent a technological
measure, or to circumvent protection afforded by a technological measure, in
order to enable the identification and analysis under paragraph (1), or for the
purpose of enabling interoperability of an independently created computer
program with other programs, if such means are necessary to achieve such
interoperability, to the extent that doing so does not constitute infringement
under this title.

(3) The information acquired through the acts permitted under paragraph
(1), and the means permitted under paragraph (2), may be made available to
others if the person referred to in paragraph (1) or (2), as the case may be,
provides such information or means solely for the purpose of enabling
interoperability of an independently created computer program with other
programs, and to the extent that doing so does not constitute infringement
under this title or violate applicable law other than this section.

(4) For purposes of this subsection, the term “interoperability” means the
ability of computer programs to exchange information, and of such programs
mutually to use the information which has been exchanged.

(9) Encryption Research. —(1) DEFINITIONS. — For purposes of this
subsection —

(A) the term “encryption research” means activities necessary to
identify and analyze flaws and vulnerabilities of encryption technologies
applied to copyrighted works, if these activities are conducted to advance
the state of knowledge in the field of encryption technology or to assist
in the development of encryption products; and

(B) the term ““encryption technology” means the scrambling and
descrambling of information using mathematical formulas or algorithms.
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(2) Permissible acts of encryption research. — Notwithstanding the
provisions of subsection (a)(1)(A), it is not a violation of that subsection for a
person to circumvent a technological measure as applied to a copy,
phonorecord, performance, or display of a published work in the course of an
act of good faith encryption research if —

(A) the person lawfully obtained the encrypted copy, phonorecord,
performance, or display of the published work;

(B) such act is necessary to conduct such encryption research;

(C) the person made a good faith effort to obtain authorization
before the circumvention; and

(D) such act does not constitute infringement under this title or a
violation of applicable law other than this section, including section 1030
of title 18 and those provisions of title 18 amended by the Computer
Fraud and Abuse Act of 1986.

(3) Factors in determining exemption. — In determining whether a
person qualifies for the exemption under paragraph (2), the factors to be
considered shall include —

(A) whether the information derived from the encryption research
was disseminated, and if so, whether it was disseminated in a manner
reasonably calculated to advance the state of knowledge or development
of encryption technology, versus whether it was disseminated in a
manner that facilitates infringement under this title or a violation of
applicable law other than this section, including a violation of privacy or
breach of security;

(B) whether the person is engaged in a legitimate course of study, is
employed, or is appropriately trained or experienced, in the field of
encryption technology; and
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(C) whether the person provides the copyright owner of the work to
which the technological measure is applied with notice of the findings
and documentation of the research, and the time when such notice is
provided.

(4) use of technological means for research activities. — Notwithstanding
the provisions of subsection (a)(2), it is not a violation of that subsection for a
person to —

(A) develop and employ technological means to circumvent a
technological measure for the sole purpose of that person performing the
acts of good faith encryption research described in paragraph (2); and

(B) provide the technological means to another person with whom
he or she is working collaboratively for the purpose of conducting the
acts of good faith encryption research described in paragraph (2) or for
the purpose of having that other person verify his or her acts of good
faith encryption research described in paragraph (2).

(5) Report to Congress. — Not later than 1 year after the date of the
enactment of this chapter, the Register of Copyrights and the Assistant
Secretary for Communications and Information of the Department of
Commerce shall jointly report to the Congress on the effect this subsection
has had on —

(A) encryption research and the development of encryption
technology;

(B) the adequacy and effectiveness of technological measures
designed to protect copyrighted works; and

(C) protection of copyright owners against the unauthorized access
to their encrypted copyrighted works.

The report shall include legislative recommendations, if any.
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(h)Exceptions Regarding Minors. — In applying subsection (a) to a
component or part, the court may consider the necessity for its intended and
actual incorporation in a technology, product, service, or device, which —

(1) does not itself violate the provisions of this title; and

(2) has the sole purpose to prevent the access of minors to material on the
Internet.

(1) Protection of Personally Identifying Information. —

(1) Circumvention permitted. — Notwithstanding the provisions of
subsection (a)(1)(A), it is not a violation of that subsection for a person to
circumvent a technological measure that effectively controls access to a work
protected under this title, if —

(A) the technological measure, or the work it protects, contains the
capability of collecting or disseminating personally identifying
information reflecting the online activities of a natural person who seeks
to gain access to the work protected,;

(B) in the normal course of its operation, the technological measure,
or the work it protects, collects or disseminates personally identifying
information about the person who seeks to gain access to the work
protected, without providing conspicuous notice of such collection or
dissemination to such person, and without providing such person with
the capability to prevent or restrict such collection or dissemination;

(C) the act of circumvention has the sole effect of identifying and
disabling the capability described in subparagraph (A), and has no other
effect on the ability of any person to gain access to any work; and

(D) the act of circumvention is carried out solely for the purpose of
preventing the collection or dissemination of personally identifying
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information about a natural person who seeks to gain access to the work
protected, and is not in violation of any other law.

(2) Inapplicability to certain technological measures. —

This subsection does not apply to a technological measure, or a work it
protects, that does not collect or disseminate personally identifying information
and that is disclosed to a user as not having or using such capability.

() Security Testing. —

(1) Definition. — For purposes of this subsection, the term “security
testing” means accessing a computer, computer system, or computer network,
solely for the purpose of good faith testing, investigating, or correcting, a
security flaw or vulnerability, with the authorization of the owner or operator
of such computer, computer system, or computer network.

(2) Permissible acts of security testing. — Notwithstanding the
provisions of subsection (a)(1)(A), it is not a violation of that subsection for a
person to engage in an act of security testing, if such act does not constitute
infringement under this title or a violation of applicable law other than this
section, including section 1030 of title 18 and those provisions of title 18
amended by the Computer Fraud and Abuse Act of 1986.

(3) Factors in determining exemption. — In determining whether a
person qualifies for the exemption under paragraph (2), the factors to be
considered shall include —

(A) whether the information derived from the security testing was
used solely to promote the security of the owner or operator of such
computer, computer system or computer network, or shared directly with
the developer of such computer, computer system, or computer network;
and
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(B) whether the information derived from the security testing was
used or maintained in a manner that does not facilitate infringement
under this title or a violation of applicable law other than this section,
including a violation of privacy or breach of security.

(4) Use of technological means for security testing. — Notwithstanding
the provisions of subsection (a)(2), it is not a violation of that subsection for a
person to develop, produce, distribute or employ technological means for the
sole purpose of performing the acts of security testing described in subsection
(2), provided such technological means does not otherwise violate section

@)
(k) Certain Analog Devices and Certain Technological Measures. —

(1) Certain analog devices. —

(A) Effective 18 months after the date of the enactment of this
chapter, no person shall manufacture, import, offer to the public, provide
or otherwise traffic in any —

(i) VHS format analog video cassette recorder unless such
recorder conforms to the automatic gain control copy control
technology;

(if) 8mm format analog video cassette camcorder unless such
camcorder conforms to the automatic gain control technology;

(iii) Beta format analog video cassette recorder, unless such
recorder conforms to the automatic gain control copy control
technology, except that this requirement shall not apply until there
are 1,000 Beta format analog video cassette recorders sold in the
United States in any one calendar year after the date of the enactment
of this chapter;
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(iv) 8mm format analog video cassette recorder that is not an
analog video cassette camcorder, unless such recorder conforms to
the automatic gain control copy control technology, except that this
requirement shall not apply until there are 20,000 such recorders sold
in the United States in any one calendar year after the date of the
enactment of this chapter; or

(v) analog video cassette recorder that records using an NTSC
format video input and that is not otherwise covered under clauses (i)
through (iv), unless such device conforms to the automatic gain
control copy control technology.

(B) Effective on the date of the enactment of this chapter, no person
shall manufacture, import, offer to the public, provide or otherwise
traffic in —

(i) any VHS format analog video cassette recorder or any 8mm
format analog video cassette recorder if the design of the model of
such recorder has been modified after such date of enactment so that
a model of recorder that previously conformed to the automatic gain
control copy control technology no longer conforms to such
technology; or

(i) any VHS format analog video cassette recorder, or any 8mm
format analog video cassette recorder that is not an 8mm analog
video cassette camcorder, if the design of the model of such recorder
has been modified after such date of enactment so that a model of
recorder that previously conformed to the four-line colorstripe copy
control technology no longer conforms to such technology.

Manufacturers that have not previously manufactured or sold a
VHS format analog video cassette recorder, or an 8mm format analog
cassette recorder, shall be required to conform to the four-line colorstripe
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copy control technology in the initial model of any such recorder
manufactured after the date of the enactment of this chapter, and thereafter
to continue conforming to the four-line colorstripe copy control
technology. For purposes of this subparagraph, an analog video cassette
recorder “conforms to” the four-line colorstripe copy control technology if
it records a signal that, when played back by the playback function of that
recorder in the normal viewing mode, exhibits, on a reference display
device, a display containing distracting visible lines through portions of
the viewable picture.

(2) Certain encoding restrictions. — No person shall apply the automatic
gain control copy control technology or colorstripe copy control technology to
prevent or limit consumer copying except such copying —

(A) of a single transmission, or specified group of transmissions, of
live events or of audiovisual works for which a member of the public has
exercised choice in selecting the transmissions, including the content of
the transmissions or the time of receipt of such transmissions, or both,
and as to which such member is charged a separate fee for each such
transmission or specified group of transmissions;

(B) from a copy of a transmission of a live event or an audiovisual
work if such transmission is provided by a channel or service where
payment is made by a member of the public for such channel or service
in the form of a subscription fee that entitles the member of the public to
receive all of the programming contained in such channel or service;

(C) from a physical medium containing one or more prerecorded
audiovisual works; or

(D) from a copy of a transmission described in subparagraph (A) or
from a copy made from a physical medium described in subparagraph

©).
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In the event that a transmission meets both the conditions set forth in
subparagraph (A) and those set forth in subparagraph (B), the transmission shall
be treated as a transmission described in subparagraph (A).

(3) Inapplicability. — This subsection shall not —

(A) require any analog video cassette camcorder to conform to the
automatic gain control copy control technology with respect to any video
signal received through a camera lens;

(B) apply to the manufacture, importation, offer for sale, provision
of, or other trafficking in, any professional analog video cassette
recorder; or

(C) apply to the offer for sale or provision of, or other trafficking in,
any previously owned analog video cassette recorder, if such recorder
was legally manufactured and sold when new and not subsequently
modified in violation of paragraph (1)(B).

(4) Definitions. — For purposes of this subsection:

(A) An “analog video cassette recorder” means a device that
records, or a device that includes a function that records, on
electromagnetic tape in an analog format the electronic impulses
produced by the video and audio portions of a television program,
motion picture, or other form of audiovisual work.

(B) An “analog video cassette camcorder” means an analog video
cassette recorder that contains a recording function that operates through
a camera lens and through a video input that may be connected with a
television or other video playback device.

(C) An analog video cassette recorder “‘conforms” to the automatic
gain control copy control technology if it —
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(1) detects one or more of the elements of such technology and
does not record the motion picture or transmission protected by such
technology; or

(i) records a signal that, when played back, exhibits a
meaningfully distorted or degraded display.

(D) The term “professional analog video cassette recorder” means
an analog video cassette recorder that is designed, manufactured,
marketed, and intended for use by a person who regularly employs such
a device for a lawful business or industrial use, including making,
performing, displaying, distributing, or transmitting copies of motion
pictures on a commercial scale.

(E) The terms “VHS format,” “8mm format,” “Beta format,”
“automatic gain control copy control technology,” “colorstripe copy
control technology,” “four-line version of the colorstripe copy control
technology,” and “NTSC” have the meanings that are commonly
understood in the consumer electronics and motion picture industries as
of the date of the enactment of this chapter.

(5) Violations. — Any violation of paragraph (1) of this subsection shall
be treated as a violation of subsection (b)(1) of this section. Any violation of

paragraph (2) of this subsection shall be deemed an “‘act of circumvention™ for
the purposes of section 1203(c)(3)(A) of this chapter.
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