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CCIPS " Operation Digital GrislocK”

! oA R R T WY o o httpd//www.twnic.net.tw/download/200307/0601.doc,
2006/05/31 -

BRE2Z LY > WEMAR > 200512 F 61 -



P2P

P2P
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2004 2
" Operation Fastlink”
" Operation Higher Education” 12
2006 3 8
10 5 ’
19 billion
2005 10 8 °
2006 5
130 500
25-30 CD
80 3500 eDonkey
15,000 3
IFPI 2005 4

° Attorney General Ashcroft Announces First Criminal Enforcement Action Against
Peer-To-Peer Copyright Piracy, http://www.cybercrime.gov/operation_gridlock.htm,
2006/5/31.

4 s}ﬁm@qw? Lb—frjfl.% A E NIRRT —fn] ~rLd g s L—?@? ~ Frde
FFL7 e ~®mR A EF o Frst U.S Convictionsin Largest Ever Multinational
investigation of Internet Piracy, http://www.cybercrime.gov/KeinbergPlea.htm,,
2006/5/31 -

° Attorney General Alberto R. Gonzales Announces Appointments to Intellectual
Property Task Force, http://www.cybercrime.gov/gonzalesl PTF.htm, 2006/5/31.

° Jan Libbenga » Are 3500 German eDonkey file sharers really facing crimina

prosecution?
http://www.theregi ster.co.uk/2006/05/24/german raids on filesharersy » 2006/05/31.
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230% T77%

2005

! Three Model Guidelines APEC Anti-Counterfeiting and Piracy Initiative, 17th APEC
Ministerial Meeting, 15-16 Nov 2005, Busan, Korea,
http://www.apec.org/content/apec/documents _reports/annual_ministerial_meetings/200
5.html,. 2006/05/31 -

S AT EHMME 2005 REFFAE Dok (04 E 20 22 p)o
http://www.bsaorg.tw/ - 2006 # 5 * > 3k Bt & K F A B F 2
http://www.bsa.org/taiwan/events/upl oad/3th%20piracy%20rate%20study _ch.pdf,
2006/06/04 -
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(Hypertext Markup

Language, “HTML")
HyperText Transfer Protocol, “HTTP”

HTTP File Transfer Protocol, “FTP”

12

(peer-to-peer, “p2p”)
/ (Client/Server) p2p

p2p

13

p2p

 Elliot Rusty Harold % » £ % p¥ « th& 5228 » Java e is 421 2% 2 - OReilly(fc %
) 2000 61 5 F 27-28 -
° Prepared Statement of Attorney General John Ashcroft: Digital Gridlock

Announcement, Aug. 25, 2004,
http://www.cybercrime.gov/AshcroftRemarks082504.htm, last review Nov. 6, 2006.
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p2p Napster
p2p Napster
p2p decentralization
p2p Gnutella
KaZaa WinMX Groskters StreamCast eDonkey
eMule o

p2p

p2p p2p
(BitTorrent, “BT")

p2p BT

16

** Jones Lin + P2P gt i (1 )(T) + DigitalObserver(#ic =g 2 %) + % 115 % ~
% 1168 2002 # 3" 27 p ~4 % 3p >

http://www.tai peilink.net/cgi-bin/newsl etlist? oseph8& 3CA 12257 ;

http://www.tai peilink.net/cgi-bin/newsl etlist? oseph8& 3CB07368 - # f< il » 2006 +
117 6p -

o Ezpeer/Kuro ¥ Morpheous (Groskters/StreamCast)/KaZaA/eDonkey £ = 2k [FPI »
http://www.ifpi.org.tw/P2P/i8 & 3% & §73% P2P vt i .htm» & {8 ] fr » 2006 # 11 *

6p
0 Federal Law Enforcement Announces Operation D-Elite, Crackdown on P2P Piracy
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Network, May 25, 2005,
http://www.usdoj.gov/criminal/press_room/press_releases/2005_ 4050 BitTorrent05250

5.htm.pdf, last review Nov. 6, 2006.

YUk o BHGEE D K PP BT chz WS 02005 37 16 p
http://blcycy.blogspot.com/2005/03/p2p.html » & & § 50 - 2007 # 7 * 19 p -
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BRRATI AL FUB RS 2 4552477 ) 2 7 © R~ 347 0 sk v ot A RGE
i o

" The Recording Industry 2006 Piracy Report (Sep., 2006), IFPI, at 5,
http://www.ifpi.org/content/library/piracy-report2006.pdf, last review Nov. 6, 2006.
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1990
(warez scene)21

group)

20 . . .
Illegal “warez” organizations and Internet piracy,

(“release”

(“courier” group)

http://www.cybercrime.gov/ob/OBorg& pr.htm, last review Nov. 6, 2006.[hereinafter

Warez].

21 . . » — _ “« " . - 4o & v
g A p 4 (Wikipedia) P # BT AL A T > “warez’ - 37 g f 5 B Rl
R IEF 0 AP g T - AR “software” ¢t 2 ¥ #ic LR AT T M Al 5 3 Y warez

scene” & “The Scene” » R &_4p “warez group” # & JL4L

% P& http://en.wikipedia.org/wiki/Warez, last review Oct. 28, 2006.



DrinkOrDie Razor1911

FTP (FTP
“archive’/leech site)” 10,000 25,000
(contributor)
2.
(1) (L eader)
(2 (Council member) (Senior Staff)
©) (Staff)
4 (genera membership)

2 H Ul . = N = ) N2 1 2 7 ’ DY \ L= = .
"Archive' sites Euﬂ PG A RTEEH TR RSN c B ARE
T s RTFR Y AR R R TORAR S AR FAE S R - Y

A Mg R aL R4
Warez, http://www.cybercrime.gov/ob/OBorgé& pr.htm.
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(Federal Bureau of Investigation, “FBI”)
23

(1) (Ste operator, “SiteOps’)
@ (equipment supplier)

©) (encoder) (cracker)

(4) (scripter)

(5) (broker)

(6) (supplier)

v (cammer)

) (courier) *

z First "Operation Site Down" Indictment Charges Four Defendants with Copyright
Violations Following Undercover "Warez" Investigation, Jul. 14, 2005,
http://www.usdoj.gov/criminal/cybercrime/OpCopyCat4indict.ntm, last review Nov. 6,
2006.

* Operation Buccaneer, The Investigation,
http://www.cybercrime.gov/ob/OBinvest.htm, last review Nov. 6, 2006.
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(dlite)

(private e-mail server)

(encryption)

Internet Relay Chat, “IRC”

IRC
(Internet Protocol (IP) Address)

(bounce box) (routing)

FTP
standard port)

P s ) Al 25
N RRIFENR

1 (supply)
(drop site)
2. (crack)

(virtual host)
FTP
(bounce site) IP
(traffic) (non-

(retrieval)

* Illegal “warez” organizations and Internet piracy, The“ Release” Process,
http://www.cybercrime.gov/ob/OBorg& pr.htm, last review Nov. 6, 2006.



(serial number)
(tag) (duplication control) (dongle protection)

(security lock)

3. (testing) (packing)
(file packet)
4. (PRE[-Release])/  (Courier)
(peers)
IRC p2p ”
(information file, “.nfo file”)
24

(“O-Day” release)

27

2 Justice Department Announces International Internet Piracy Sweep, Apr. 22, 2004,
http://www.cybercrime.gov/fastlink.htm, last review Nov. 6, 2006.

2 Warez, http://www.cybercrime.gov/ob/OBorgé& pr.htm;
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Operation Bandwidth Rogue Warriorz (“RWZ")
1997 =
1.
RWZ
FTP
RWZ FTP
FTP RWZ
2.
RWZ
(security) (trial/probation)
FTP
RwZ roguewarriorz.Efnet rwz.Efnet rwzchat.Efnet
IRC RWZ

Justice Department Announces Eight Charged in Internet Piracy Crackdown: First
Indictments Arising from Charlotte FBI Undercover Investigation for Operation
FastLink and Site Down, Jul. 28, 2005,
http://www.usdoj.gov/criminal/cybercrime/OpSiteDown8Charge.htm, last review Nov.
6, 2006.

2 Federal Indictments Returned In Las Vegas Against Software Pirates, Jun. 11, 2002,

http://www.usdoj.gov/criminal/cybercrime/bandwidth.htm;
Twelve “Operation Bandwidth” Software Pirates Enter into Group Guilty Plea, Dec. 18,
2003, http://www.usdoj.gov/criminal/cybercrime/bandwidthPlea.htm, last review Nov. 6,

2006.
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(“achievement” statistics)

3.FTP
RWZ FTP
FTP
FBI
(Department of Defense Criminal Investigative Service,
“DCIS") (Environmental Protection Agency
Office of Inspector General, “EPA-OIG”)
“Shatnet” FTP
180
100 RWZ FTP
21
(restitution)
DrinkOrDie (plea agreement)
(strategically situated)
(information
technology, “I1T")
(infrastructure)
(Bank of America) (Massachusetts Institute of
Technology, “MIT") (University of California, Los

Angeles, “UCLA”)
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p2p Napster
2001 Napster
(contributory infringement) (vicarious infringement) %
Napster p2p  ezPeer Kuroo  IFPI Taiwan
2005 Kuro
p2p pZ2p
Kazaa
Grokster
Winny Soribada
> BT
2005 11 3 BT

* First Defendants in One of the World's Most Sophisticated Internet, Jan. 22, 2002,
Qottp://v\AMN.cybercri me.gov/kartadinata_nguyenPlea.htm, last review Nov. 6, 2006.
A&M Records, Inc. v. Napster, Inc., 239 F.3d 1004 (9th Cir. 2001).
31 . v s e
AL R S 2R ERFT S T285 7 F 24 o

32 . . . . .
LA AR R RO E R ¥ 2146 L7 E 2k o

I E (P2PREFEARF A% 4 ~eDonkey & ini7)> p o PFIF S RE4FE - 2005 & 9

" 13 p - http://www.epochtimes.com/b5/5/9/13/n1050476.htm » &t i f > 2006 +
112 69p -
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20056 4 12
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eDonkey eMule Bearshare Limewire OpenNap WinMX Winny

Direct Connect  BitTorrent %

ezPeer Kuro p2p

BT BT (
36

37

RES Y Bo BT et 3cm T8 449 T2 EE) > L &47F 2 > 2005
#1071 24 p - http://www.ettoday.com/2005/10/24/11183-1860622.htm » - i i1 F -

2006 £ 11 * 6p -
35
5B E %%ﬁ"ﬂm‘ﬁvgﬂa Bt Lz A d-F S L e B i;;ﬁqu;% )

IFPI > http://www. |fp| org.tw/news/§ # % 32 & 7 8 ATH f 060412.htm> & {2 1§
2006 # 11 * 6 p -
Pam a6l AF 2 BT RS A3 LHME SAREL A P BT IR
2005 # 12 * 17 p > http://bbs.epochtimes.com.tw/forums/10764/ShowPost.aspx * #
1;/ % - 2007 # 7% 20 p o

<<§"3x§. PR Rl FERE) LFFEEFE 20770 6P
http://www. cyberone com.tw/ItemDetail Page/M ainContent/05M ediaContent.aspx?MM
MediaType=hot_news& MM ContentNolD=42644 » & 15 i ff » 2007 # 7 7 20 p -
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ezPeer Kuro p2p

39

2007 7

* IFPI 2~ % £-38 > http://www.ifpi.org.tw/legal/clampdown.htm -

> (FRERAZIE G F FiTHZ) SAPIE>2006E 10 10 P >
http://bbs.epochtimes.com.tw/forums/30192/ShowPost.aspx ; { $8 7% & &4/ IFPl jz#k
WMEFL? HHE-REFBRMES ) L HFF 200747 22p >
http://www.ettoday.com/2007/04/22/339-2065940.htm ; (%% % &4 %4~ Ff ¢ P
A EE R B E S F S ) A A&ATH 02007 & 40 22
http://www.ettoday.com/2007/04/22/10846-2075906.htm - & {& i fr » 2007 & 7 » 20
E] o
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BT 2005 BT
“ Operation D-Elite”
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40

BT

exeem BT P

p2p BT
Kuro BT

* (Kuro - T3 % MRS RIECRAEARAL) P L4 2006E 9% 9p -
http://taiwanbbs.org/cgi/index.pl ?b=cul,m=1107571524,5=120 » & (s » 2007 # 7
) 20 E] o
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iTunes Music Store
99
AAC “
iTune i Pod Microsoft SONY
Amazon Coco-Cola Wa-Mart Yahoo!
42
KKBOX
hiChannel

44

p2p

DN AR KAEe REFLFCRREHAEOE  FEMA R -
2004 & 12" 25 p > F 46~

P (Yahoo! # Bt E 4 PR L 5 E H) 0 e 2006 £ 10 3 p o
http://www.ithome.com.tw/itadm/news/news.php?c=34886 - & {5 i§ 57 - 2006 & 11 *
6p °

® KKBOX ¢ fi # % % - https://ssl.kkbox.com.tw/billing_index00.php2tag= - & 2 ifl
f2006& 117 6p o

* hichannel PRFEFP -+ hitp://weblive.hichannel .hinet.net/web/guidejsp » & {4 i >
2006 # 11 * 6p -
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20
iTunes 350
400 5000 130

AR EREEP FFL AR AR RRE L) AL HEALE TR
W HEEY o (MIC)#H 7 02004 £ 6 % 15 p >

http://www.digital content.org.tw/files'top_3/93/2.3.pdf ; { AppleiTunes # & DRM-free
% WEHBH)YLFIIAEELIE2007F 407 12p >
http://www.eettaiwan.com/ART_8800460429 NT_14807c96.HTM ;  * = i1 4 #7 %
iTunes 7 #f %744 ) > CNET #7# & % > 2005 & 1% 7 p »
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iTunes Music Store

iPod
EMI
(AAC) 1.29
128K bit/sAAC
0.3
EMI MV DRM-free

iTunes

AAC

DRM MP3

MP3
2007 5 iTunes
(DRM-free) EMI
256K bits/s
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DRM-free
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KKBOX
PDA

% (Kuro ~ ezPeer+ ~ KKBox £2 Yahoo! # B + # 583 5 #37k) > 5 7] 502
#y-2006 & 8 * 1 p -http://blog.xuite.net/wm_dsc/music/7602416; ¥ £ B ¥ -KKBOX
A % http://www.kkbox.com.tw/service web/fag_pc_1.shtml ; (KKBOX £ HiNet #
£ L7 gl g Bire L) Fim2oH 2004 £ 10 ¥ 7 p oo
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27 p o
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KKBOX
(Digital Rights Management, DRM)
HiNet KKBOX
( MP3 Player) CD
KKBOX

A4 2 23 A% 2 47
$rIE RSP JTF
hiChannel hiChannel 2000
(ICP) 200

(Video On Demand) (Live Channels)
hiChannel
A.

48

B. (88 188 288 )

" FAQ-% & /K XT4F 3] > hitp://hichannel hinet.net/servicefindex.html » & ¢ i :

2007 # 6 7 27 p o
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Forrester
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1544.75 B2B 12 M7 >
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Business
Software Alliance BSA

2005 54
80.5 2 656 %

4% 0 % hitp:/Aww.ithome.com.tw/itadm/news/news.php?c=34239 7 4 ¢ =+ 7
A AR 2009 & B2B A #i5 13V 0 A ST p 2006& 117 2p o
T F # % A : BSA % % > # % 8. ® u
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The World Customs Organization

5%
European Commission 560 7%
2000 3000
12
10 >
58%
30 2
8500
58
A.
B.

o Darrell Panethiere, The Persistence of Piracy: The Consequences for Creativity, for
Culture, and for  Sustainable Development  (2005), See  website:
http://unesdoc.unesco.org/images/0014/001455/145517e.pdf, last review: 2006/11/13.

*dar.
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Peitz  Waelbroeck 2004)

RIAA
RIAA
1998 2002 20% > Blackburn
(2004) 10%
490
30% 15% %
RIAA
23 2.9% 23 Billboard
11,470,652
RIAA 11,147,378
23
1,616,370 23 3 7
NPD 2005 CD
26% 2006
4 Stan Liebow

> Peitz, M.; Waelbroeck, P, The Effect of Internet Piracy on Music Sales

Cross-Section Evidence, Review of Economic Research on Copyright Issues, 71-79
(2004), See website: http://www.serci.org/docs 1 2/waelbroeck.pdf, last review:
5(906/1112.

Rufus Pollock, P2P, Online File-Sharing, and the Music Industry, (2006) See website:
http://www.thefactz.org/economics/p2p_summary.html, last review: 2006/11/13.
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- 7 IR
(Office of the United States Trade
Representative, “USTR") (Out-of-Cycle Review, “OCR”")
25 38 (United States
International Trade Commission, “USITC”)
80% (Department of
Justice)
2005 217 2001 78
® 2006 6
(Strategy Targeting Organized Piracy (STOP!) Initiative)
2005 2004

" Gary Clyde Hufbauer ,Yee Wong and Ketki Sheth, US-China Trade Disputes: Rising
Tide, Rising Sakes, Policy Analyses in International Economics 78, Institute for
International Economics, at 39 (2006).

* Intellectual Property Crime Statistics from the Attorney Genera's Annua Report
(including 18 U.S.C.A. 2318, 2319, 2319A, and 17 U.S.C.A. 506),
http://www.usdoj.gov/criminal/cybercrime/ippolicy.html#agannrep, last review Nov. 6,
2006.
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97% STOP! 2005 950
2006 550 7

(Coordinator for Internationa Intellectua

Property Enforcement)Chris Israel  STOP!
80

G8

? Bush Administration Strategy Targeting Organized Piracy Accomplishments and

Initiatives (Jun., 2006), at 2, 4,
http://www.stopfakes.gov/pdf/STOPsheet_0606.pdf, last review Nov. 6, 2006.

E[3herei nafter STOP! sheet].

° Bush Adminstration Officials Update Congress on Intellectual Property Enforcement
Efforts, Jul. 26, 2006, http://www.uspto.gov/web/offices/com/speeches/07-26-06ip.htm,
last review Nov. 6, 2006.
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1. 1999 o

(Department of Commerce) 1999 6

FBI (U.S
Customs service) 1999 7 23 (1999 Joint
Anti-Piracy Initiative)
(high tech corridors)
1)
(
) ( ) (
)
(2)
(National Advocacy Center)
(Quantico)FBI (FBI Academy) Glynco

o Justice Department, FBI and Customs Service to Combat Intellectual Property Crime,
Jul. 23, 1999, http://www.usdoj.gov/criminal/cybercrime/ipinitia.htm; Remarks of Eric
H. Holder, JR., Deputy Attorney General, U.S. Department of Justice, at a Press
Conference Announcing the Intellectual Property Rights Initiative, Jul. 23, 1999,
http://www.usdoj.gov/criminal/cybercrime/dagipini.htm, last review Nov. 6, 2006.
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(Federal Law Enforcement Training Center)
(Customs Service Academy)
(International Law Enforcement Academy)

(National Cybercrime Training Partnership)

3
(4)
5) (Sentencing Guidelines)
(6)
2.sTOPt
2004 10 STOP! (STOP! Initiative)
USTR (Department of Homeland Security, “DHS”)
(Food and Drug Administration) (State Department)
(1)
STOP! (1-866-999-HALT)
(toolkit)
2005 11

® STOPIsheet, at 1-10, http://www.stopfakes.gov/pdf/STOPsheet_0606.pd.
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(China Intellectual Property Rights Advisory Program)

(American Bar Association) (National Association of
Manufacturers) (American Chamber of Commerce in
China)

2)

DHS (U.S. Customs
and Border Protection, “CBP") (U.S. Immigration
and Customs Enforcement, “ICE”") DHS 2005

9,300 CBP 2001
31,000
(online recordation
tool) CBP
3
2001

/
(US/EU Mutual Lega Assistance and Extradition Agreements)

(4)

(post-entry verification, IPR audit)
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(IPR Case
Referral Mechanism (CRM))

)
G8 (Asia Pacific Economic Cooperation
(APEC) forum) (Organization for Economic
Cooperation and Development, “OECD”) (European Union)

(free trade agreements, “FTAS")
(Security and Prosperity Partnership, “SPP")
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83

(United States Code) 17 506 17

*® 17 U.S.C. §506 (Criminal offenses),

(@ Criminal Infringement.— Any person who infringes a copyright willfully either—
(2) for purposes of commercia advantage or private financial gain, or

67



84

2 371 2319 (aiding) (abetting)

(2) by the reproduction or distribution, including by electronic means, during any
180-day period, of 1 or more copies or phonorecords of 1 or more copyrighted works,
which have atotal retail value of more than $1,000,

shall be punished as provided under section 2319 of title 18, United States Code. For
purposes of this subsection, evidence of reproduction or distribution of a copyrighted
work, by itself, shall not be sufficient to establish willful infringement.

(b) Forfeiture and Destruction.— When any person is convicted of any violation of
subsection (@), the court in its judgment of conviction shall, in addition to the penalty
therein prescribed, order the forfeiture and destruction or other disposition of all
infringing copies or phonorecords and all implements, devices, or equipment used in the
manufacture of such infringing copies or phonorecords.

(c) Fraudulent Copyright Notice— Any person who, with fraudulent intent, places on
any article anotice of copyright or words of the same purport that such person knows to
be false, or who, with fraudulent intent, publicly distributes or imports for public
distribution any article bearing such notice or words that such person knows to be false,
shall be fined not more than $2,500.

(d) Fraudulent Removal of Copyright Notice— Any person who, with fraudulent intent,
removes or aters any notice of copyright appearing on a copy of a copyrighted work
shall be fined not more than $2,500.

(e) False Representation.— Any person who knowingly makes a false representation of
amaterial fact in the application for copyright registration provided for by section 409,
or in any written statement filed in connection with the application, shall be fined not
more than $2,500.

(f) Rights of Attribution and Integrity.— Nothing in this section applies to infringement
of the rights conferred by section 106A (a).

> 18 U.S.C. 8 2319 (Criminal infringement of a copyright),

(8) Whoever violates section 506 (a) (relating to criminal offenses) of title 17 shall be
punished as provided in subsections (b) and (c) of this section and such penalties shall
be in addition to any other provisions of title 17 or any other law.

(b) Any person who commits an offense under section 506 (a)(1) of title 17—

(1) shall be imprisoned not more than 5 years, or fined in the amount set forth in this
title, or both, if the offense consists of the reproduction or distribution, including by
electronic means, during any 180-day period, of at least 10 copies or phonorecords, of 1
or more copyrighted works, which have atotal retail value of more than $2,500;

(2) shal be imprisoned not more than 10 years, or fined in the amount set forth in this
title, or both, if the offense is a second or subsequent offense under paragraph (1); and
(3) shall be imprisoned not more than 1 year, or fined in the amount set forth in thistitle,
or both, in any other case.

(c) Any person who commits an offense under section 506 (a)(2) of title 17, United
States Code—

(1) shall be imprisoned not more than 3 years, or fined in the amount set forth in this
title, or both, if the offense consists of the reproduction or distribution of 10 or more
copies or phonorecords of 1 or more copyrighted works, which have a total retail value
of $2,500 or more;

(2) shall be imprisoned not more than 6 years, or fined in the amount set forth in this
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(conspiracy) 5
25

2.
1997
(No Electronic Theft (NET) Act)
1998
(Digital Millennium Copyright Act, “DMCA”)™
50 2005

(Artists Rights and Theft Prevention (ART)

title, or both, if the offense is a second or subsequent offense under paragraph (1); and
(3) shall be imprisoned not more than 1 year, or fined in the amount set forth in thistitle,
or both, if the offense consists of the reproduction or distribution of 1 or more copies or
phonorecords of 1 or more copyrighted works, which have a total retail value of more
than $1,000.

(d) (1) During preparation of the presentence report pursuant to Rule 32(c) of the
Federal Rules of Criminal Procedure, victims of the offense shall be permitted to submit,
and the probation officer shall receive, a victim impact statement that identifies the
victim of the offense and the extent and scope of the injury and loss suffered by the
victim, including the estimated economic impact of the offense on that victim.

(2) Persons permitted to submit victim impact statements shall include—

(A) producers and sellers of legitimate works affected by conduct involved in the
offense;

(B) holders of intellectual property rightsin such works; and

(C) the legal representatives of such producers, sellers, and holders.

(e) Asused in this section—

(1) the terms “phonorecord” and “copies’ have, respectively, the meanings set forth in
section 101 (relating to definitions) of title 17; and

(2) the terms “reproduction” and “distribution” refer to the exclusive rights of a
copyright owner under clauses (1) and (3) respectively of section 106 (relating to
exclusive rights in copyrighted works), as limited by sections 107 through 122, of title
17.

® Pub. L. No. 105-147, 111 Stat. 2678.

* Pub. L. No. 105-304, 112 Stat. 2860.
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Act of 2005)°
(Family Entertainment Copyright

Act)” 3
(premium val ue)89

2005 (Intellectual
Property Protection Act of 2005)90

91

A HEBE

FBI
(Department of Justice’s
Computer Crime and Intellectual Property Section, “CCIPS’)
(Computer Hacking and Intellectual Property, “CHIP")
(Computer And Technology Crime High
Tech Response Team, “CATCH")

" Pub. L. No. 109-9, 119 Stat. 218.

88
Id.
% STOP! shest, at 6, http://www.stopfakes.gov/pdf/STOPsheet _0606.pdf.

% AG Gonzales Proposes Intellectual Property Protection Act, Nov. 10, 2005,
http://www.techlawjournal .com/topstories/2005/20051110.asp, last review Nov. 6, 2006.

*' STOPIshert, at 6, http://www.stopfakes.gov/pdf/STOPsheet_0606.pdf.
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- ~ CCIPS

1991 (Criminal Division)
CCIPS ” 22
2001
CCIPS Operation Buccaneer Operation

Fastlink Operation Higher Education Operation Digita Gridlock
Operation Site Down  Operation D-Elite

CCIPS 2006 9 29
(Council of Europe Convention on Cybercrime) 2007 1 1
” (Attorney General)Alberto R. Gonzales

94

STOP!
2004 4 21
(Intellectual Property Task Force)95

% CHIP (Computer Hacking and Intellectual Property) Fact Sheet, Jul. 20, 2001,
http://www.usdoj.gov/criminal/cybercrime/chipfact.htm, last review Nov. 6, 2006.
S[)Qerei nafter CHIPfact].

United States Joins Council of Europe Convention on Cybercrime, Sep. 29, 2006,
http://www.state.gov/r/palprs/ps/2006/73353.htm, last review Nov. 6, 2006.

> Statement of Attorney General Alberto R. Gonzales on the Passage of the
Cybercrime Convention, Aug. 4, 2006,
http://www.usdoj.gov/opal/pr/2006/August/06_ag_499.html, last review Nov. 6, 2006.

% Intellectual Property Task Force Chairman David Israglite Announces Task Force
Membership, Creation of Working Groups, Apr. 21, 2004,
http://www.usdoj.gov/criminal/cybercrime/task_force.htm;
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(public awareness)

2004
2006
2004

96

= ~CHIP

CCIPS (Computer Crime Unit)
1995 (Computer and
Telecommunication Coordinator (CTC) Program)
(U.S. Attorney’s Office)

2000 7 20 CHIP CCIPS
2005 CTC CHIP

97

Justice Department Announces International Internet Piracy Sweep, Jun. 30, 2005,
http://www.cybercrime.gov/OperationSiteDown.htm, last review Nov. 6, 2006.
S[)(21erei nafter Operation SiteDown].

Progress Report of the Department of Justice’'s Task force on Intellectual Property
(Jun., 2006), at 15, 16, 72,
http://www.usdoj.gov/criminal/cybercrime/20061 PTFProgressReport(6-19-06).pdf, last
review Nov. 6, 2006.

o The Computer Hacking and Intellectual Property (CHIP) Program,
http://www.usdoj.gov/criminal/cybercrime/enforcement.html#Vib, last review Nov. 6,
2006.
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FBI
98
CHIP
99
A. (Prosecution) CHIP
(computer intrusions)
(economic espionage)
B. (Regional Prevention and
Outreach) CHIP CCIPS FBI
C. (Regiona Training) CHIP
CCIPS
= ~CATCH
CATCH (Imperial
County) (Riverside County)
2000 6 1 CATCH

% Attorney General Remarks Cybercrime Announcement, Jul. 20, 2001,

gttp:llwww.usdoj .gov/criminal/cybercrime/chipagsp.htm, last review Nov. 6, 2006.
CHIPfact, http://www.usdoj.gov/criminal/cybercrime/chipfact.htm.
0 T 9 BN %ﬁ?i’g”ﬁ: # (Digtrict Attorney'’s Offlce) S TREE )

(Police Department) ~ T3+ 7 # & £ % (Sheriff’s Department) ~ 3 7 & ¥R E

?& *?5}
F
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CATCH

CATCH
101
CATCH CHIP
CATCH
(private
sector industry) SAIC SONY

American Electronics Association Cox Communications UCSD

Qualcomm (Steering Committee)

102

yr3E EIRZ HETHEFEZRE

2001  Operation Buccaneer

(Probation) & - % P& Federal Law Enforcement Announces Operation D-Elite,
Crackdown on P2P Piracy Network, May 25, 2005,
http://www.usdoj.gov/criminal/press_room/press_releases/2005_ 4050 BitTorrent05250
?dlhtm.pdf, last review Nov. 6, 2006.[ hereinafter Operation D-Elite].

History of CATCH,

http://www.catchteam.org/; http://www.catchteam.org/history.htm, last review Nov. 6,

2006.
10

? Id; Program Goals, http://www.catchteam.org/goals.htm, last review Nov. 6, 2006.
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p2p 2004

Operation Site Down
103

Operation CyberNet 12 11

2003 4 Operation Safehaven

Sweep/Operation Digital Piratez
CCIPS

Operation Fastlink 2005

2001 7 24
Operation Digital Bandwidth
10 1 Operation Cyber

(http://www.usdoj.gov/criminal/cybercrime/ipcases.html)

= ~ Operation Buccaneer

104

2000 12 11

Operation Buccaneer

(Customs CyberSmuggling Center, “C3") CCIPS

Operation Buccaneer

70

DrinkOrDie Razor1911

1 Justice Department Announces Eight Charged in Internet Piracy Crackdown: First
Indictments Arising from Charlotte FBI Undercover Investigation for Operation

FastLink and Site Down, Jul. 28, 2005,

http://www.usdoj.gov/criminal/cybercrime/OpSiteDown8Charge.htm, last review Nov.
?0,42006.[herei nafter Operation SiteDown Charge].

Operation Buccaneer, Overview, http://www.cybercrime.gov/ob/OBMain.htm#pr;
The Investigation, http://www.cybercrime.gov/ob/OBinvest.htm, last review Nov. 6,

2006.
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RISCISO MYTH POPZ RequestToSend(RTS)

WelL oveWarez(WLW) RiSC (“courier”
group)
Operation
Buccaneer (warez
“archive” site) 2,000GB 140
35
2.

Operation Buccaneer
30
10
DrinkOrDie Griffiths(40 )

105

DrinkOrDie 1993
Operation Buccaneer

5,000
FTP
DrinkOrDie
Griffiths 1999 12 o
DrinkOrDie 20 FTP
Griffiths
10 50
2002 10 16 33 46

10 Operation SiteDown Charge,
http://www.usdoj.gov/criminal/cybercrime/OpSiteDown8Charge.htm.

106 H H 13 20 M i g EY 5= 7 N2 N2
Griffiths # 2 $+ 3 # J x4 & 1 &2 TAEY G LA REED > AP D hik
F— B LR f IRV R ERNG - ERT FALAFRE D
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107

Griffiths Operation Buccaneer 29
Kartadinata 26 Nguyen DrinkOrDie

Kartadinata  Nguyen

Griffiths 5 25

108

= ~ Operation Fastlink

109

1.
2004 4 21 CCIPS FBI (Cyber
Division) 30 42
24
120 27
10
200 ° John
Ashcroft

1o Defendant Indicted in Connection with Operating Illegal Internet Software Piracy

Group, Mar. 12, 2003, http://www.usdoj.gov/criminal/cybercrime/griffithsindict.htm,
Ilggt review Nov. 6, 2006.

First Defendants in One of the World's Most Sophisticated Internet, Jan. 22, 2002,
http://www.cybercrime.gov/kartadinata_nguyenPlea.htm, last review Nov. 6, 2006.

1 Justice Department Announces International Internet Piracy Sweep, Apr. 22, 2004,
http://www.cybercrime.gov/fastlink.htm, last review Nov. 6, 2006.

Ho Five Additional Defendants Charged in Crackdown Against Worldwide Internet
Piracy Groups, Apr. 27, 2006,
http://www.usdoj.gov/criminal/cybercrime/fuchsCharge.htm, last review Nov. 6, 2006.
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Operation Fastlink

Fairlight
Kalisto Echelon Class Project X APC
200 30
65,000
(“dlite’ site)
5000
100
(Business Software
Alliance, “BSA”) (Entertainment Software Association,
“ESA”) (Motion Picture Association of America,
“MPAA™) (Recording Industry Association of America,
“RIAA")
2.
Operation Fastlink
Operation Buccaneer Desr(26 ) 2004 12 22

(Des Moines)

lll H (] . s L Z_4:m ) \ ] = /3 L a0 [P N - S ) 2T o—
“dite” site {#ﬂ EREICIRNEAS ‘AN T R p B RATSE RS T 0 R
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15
Matthew G. Whitaker

112

24 Antonio

(incarceration)15 2 (supervised release) 400
Antonio
175 28
15 Operation Fastlink 35
113
FBI Operation
Fastlink  Operation Site Down 27 Pui
35 Pruett Legenda Never Die LND
12 18
Little  Laemmrich 8 (Home
Confinement) He
90% RIAA
Operation Fastlink Apocalypse Crew APC

o First 'Operation Fastlink' Defendant Pleads Guilty to Online Software Piracy, Dec.
212 2004, http://www.cybercrime.gov/desirPlea.htm, last review Nov. 6, 2006.

'‘Operation Fastlink' Defendant Sentenced for Online Software Piracy, Sep. 7, 2006,

?lt}p :Ilwww.cybercrime.gov/abell Sent.htm, last review Nov. 6, 2006.
Four Defendants Sentenced to Prison in Federal Online Piracy Crackdown, Jun. 28,

2006, http://www.cybercrime.gov/pui Sent.htm, last review Nov. 6, 2006.
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Chromance CHR
DJ
CD

115

2z ~ Operation Higher Education

116

1.
Operation Higher Education 2004 4 21
Operation Fastlink FBI (New Haven)
CCIPS
12
18 70

(Assistant Attorney General)
Christopher A. Wray
Operation Higher Education Operation Fastlink
(U.S.
Attorney)Kevin J. O'Connor

e Justice Department Announces Four Pleas In Internet Music Piracy Crackdown, Feb.
28, 2006, http://www.usdoj.gov/opal/pr/2006/February/06_crm_103.html, last review
Nov. 6, 2006.

He First U.S. Convictionsin Largest Ever Multinational Investigation of Internet Piracy,
Mar. 8, 2005, http://www.cybercrime.gov/kleinbergPlea.htm, last review Nov. 6, 2006.
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117

2.

2006 3 8 Kleinberg(26 ) Lerman(20 ) Bryndzda(32
)

(felony) (plea) Kleinberg 10
Lerman  Bryndzda 5 2004
8 Operation Higher Education
Fairlight
CD DVD 15
Kleinberg Lerman Bryndzda

Farlight Kalisto Kleinberg

Lerman Kalisto (ripper)
Bryndzda Farlight Kalisto
(Digital Media)

I ~ Operation Digital Gridlock

1. 118

FBI (Washington Field Office, “WFQO")

CCIPS 2004 8 25 p2p

117 Id.

He Attorney Genera Ashcroft Announces First Criminal Enforcement Action Against
Peer-To-Peer Copyright Piracy, Aug. 25, 2004,
http://www.cybercrime.gov/operation_gridlock.htm; Prepared Statement of Attorney
Genera John Ashcroft: Digital Gridlock Announcement, Aug. 25, 2004,
http://www.cybercrime.gov/AshcroftRemarks082504.htm, last review Nov. 6, 2006.
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“Operation Digital Gridlock”

6
Ach'ngfi's(Achenon's) Alley ™  Movie ®oom PROJECT X/THE
ASYLUM  Silent Echoes (Direct
Connect)p2p The Underground Network
40TB(terabyte) 60,000 1050
pZ2p
1GB  100GB 1GB
250
190
John Ashcroft
Christopher A. Wray
2 119
50 Trowbridge 47 Chicoine
42 Tanner 20056 1 18 5 31

25

e First Criminal Defendants Plead Guilty in Peer-to-Peer Copyright Piracy

Crackdown, Jan. 18, 2005,

http://www.usdoj.gov/criminal/cybercrime/trowbridgeP ea.htm;

Final Guilty Plea in Operation Digital Gridlock, First Federal Peer-to-Peer Copyright
and Piracy Crackdown, May 31, 2005,
http://www.usdoj.gov/criminal/cybercrime/tannerPlea.htm, last review Nov. 6, 2006.
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Kenneth L. Wainstain

CHIP

2002 8 Trowbridge  Chicoine
Movie ®oom  Ach'nefi's Alley ™ (Direct Connect hub)

Tanner 2003 8
Silent Echoes 6.72TB
6000

= ~ Operation Site Down/Operation Copycat

120

1.

Operation Site Down
FBI
2005 6 29 CCIPS

10

— RiISCISO Myth TDA LND
Goodfellaz Hoodlum Vengeance Centropy Wasted Time Paranoid

120 Operation SiteDown, http://www.cybercrime.gov/OperationSiteDown.htm;

First "Operation Site Down" Indictment Charges Four Defendants with Copyright
Violations Following Undercover "Warez" Investigation, Jul. 14, 2005,
http://www.usdoj.gov/criminal/cybercrime/OpCopyCat4indict.ntm, last review Nov. 6,
2006.[ hereinafter Operation CopyCat].
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CHIP  FBI
“Operation Copycat”
750

1,250
180 (Autodesk) AutoCAD 2006

Adobe Photoshop (Apple) (Microsoft) (

)Symantec 24
20 70
Operation Copycat 40 120

5000
2.

Fish24 ) Pae(23 ) Veyna(34 ) Lovdl(22 )
Operation Site Down
NET Act
Fish DMCA
DVD

121

FBI

122

121 LA s g e =l 2 > ; 5
i;}.}i * o1y fg_;ﬁ DVD % = ,T;;-ll-p [ p3 _L;}j:/{r]v;fiﬂ— Yy oo & #é#&ﬁg#;ﬁ'](access COI’]'[FO|)-‘;'5.’

P72 AF 0 BE4e DVD 2 p % %47k ¥(Content Scramble System, “CSS”) 4 A_ -

12 Operation CopyCat,
http://www.usdoj.gov/criminal/cybercrime/OpCopyCat4lndict.htm.
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Operation Copycat Salisbury(19 )

MD(mini-disc)
Salisbury
ART Act ART Act
e Operation Copycat
20 32
124 . .
FBI Operation Fastlink

Operation Site Down

—

= ~ Operation D-Elite

125

1.
2001 Operation Buccaneer 2004  Operation Fastlink
BT
2006 5 25 BT “Operation
D-Elite” CATCH FBI ICE CCIPS
CHIP

MPAA

12 First Guilty Plea to New Federal Law Prohibiting Camcording Films in Movie
Theaters, Sep. 26, 2005,

http://www.usdoj.gov/criminal/cybercrime/salisburyPlea.htm, last review Nov. 6, 2006.
124 Five Additional Defendants Charged with Violating Copyright Laws as Part of
Operation Copycat, Apr. 6, 2006,
http://www.usdoj.gov/criminal/cybercrime/soaresCharge.htm, last review Nov. 6, 2006.
12 Operation D-Elite,
http://www.usdoj.gov/criminal/press_room/press_releases/2005_ 4050 BitTorrent05250
5.htm.pdf.
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Operation D-Elite  Operation Digital Gridlock
Elite Torrents 10
Elite Torrents

Elitetorrents.org FBI ICE Elite
Torrents BT 133,000 (one-stop
shopping) 17,800
210
6 24
10,000

Elite Torrents
John C. Richter

126

Operation D-Elite 24
McCausland
2006 12 12
5 25 3
Mary Beth Buchanan

12 Justice Department Announces Guilty Plea in Peer-to-Peer Piracy Crackdown, Sep.
12, 2006, http://www.cybercrime.gov/mccauslandPlea.htm, last review Nov. 6, 2006.
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A. 2005 12

(Council for Prevention
of Internet Distribution of Products Violating Intellectual Property
Rights) 2006

B. (1SP)
2007 2

(Guidelines on Disclosure of Website Creators' Information)

(Subcommittee on Private Sound and Video

127

FHEEH o TEMAR 02007 & 60 150 1 IFPl R e (R P2P R
5 @ 6|24 4 ) 2005 &

http://ww.ifpi.org.tw/0909K URO/%ES%9C%8B %E9%9A %9B P2P%E4%B E%B5%E
6%A C%8A %E6%A 1%88%E4%BE%8B.doc ;

{Winny T’F—‘ﬁ&}i}"ﬁ%?’ ZHET P I yen) AR o

http://intellectual property.wordpress.com/2006/12/14/winny-author-got-sue/ » & i i o
p 12007 # 7 19p -
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2002 4
“MMO” MMO
3,689
2005 3 MMO
19 41 p2p
“Winny”
2004 5 10
2006 12
150
" 1y 128
6N R + 3
A.
B. 2004 62

198

128 » . N e oy o v g , o 4
FERE RS s FmRE REFPHEINL PR RV AT FEMAR

EAEJUSABFEMAT T2 AL A B2 57> 2006 127 » | 54~62;
(% P2P g g f X 0(2A-@ A ) oz, 3 EH(P2PREFAY A B ]
eDonkey & jn{7)+ p o PF4R L BE4R % - 2005 % 9% 13 p >

http://www.epochtimes.com/b5/5/9/13/n1050476.htm » & {5 i1 % - 2006 # 11 » 6 p -
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C.
Intellectual Property Training Institute)

Soribada
2002 7 Soribada

2005 8 Soribada
Soribada

89

(International
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x ., 129
»=1 Rk

2000 2005
7 ) (Anti-Internet Piracy Team, “AlPT")
p2p BT
2000 10 (Computer
Analysis and Response Team, “CART”)
11 (Customs Computer
Forensic Laboratory)
A. 2005 11
B. (Youth Ambassador Aganst
Internet Piracy Scheme, )130 2006 7
11

BTy § i % Stephen Selby # 7 - # B g2 FIk K vs & 7 63
g FHEMAR 200767 159 ;(2kF 1 4BBTAZREYR L22)
XA fLPe 2005 10 % 27 p >
http://www.informationsecurity.com.tw/news/view.asp?nid=2282 ; { >3k 5 & | BT #&
et 4B Y T EE) L HATHERE 2005 # 10 * 24 p
http://www.ettoday.com/2005/10/24/11183-1860622.htm » & i if ¢ - 2007 & 7 » 19
E] o
M TRET EA AR T AR F o Rl REL R €
http://www.seacadet.org.hk/youth%20ambassador.htm» & 2 i §7 > 2007 & 7 » 19 p -
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C.
(Lineament Monitoring System, LMYS)

BT
BT
4
5 20056 11 3
BT
2006 11 23 BitTorrent MPAA
BitTorrent
131

o s o132
R X S T

P (BitTorrent # % BT 44 § & F 445 415 %) 0 MUaLF 438> 2005 & 111 24
p > http://www.ithome.com.tw/itadm/news/news.php?c=34241 » & {5 i§ fr » 2006 #

112 6p -
132 ~ i sl ~ A=, E= H < Ly 2 P2 2. = L4 P n 7 - r v
PR P INFE T AUk HelenDanids # 3 0 R B2 FIR Rk B R 745

Fitg WEMAR 2007 # 67 15 p ; (GRME LA KazaA &g = 2 ) IFPI
FTEFH > 2005 % 9 % 8 p - http://www.ifpi.org.tw/KaZaA/;R ' ;% 2] ji- Kazaa & 1
= * .doc -
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(Intellectual Property

Enforcement Consultative Group)

2006 9 5 p2p
Kazaa Kazaa
90% 11,500
Kazaa
| FPI (ARIA)

=% APECzZ M LzEFRwEL %

-7 R

APEC 1995 (Osaka
Action Agenda) 1997 APEC (Committee
on Trade and Investment, “CTI")
IPR-GT(Intellectual Property Rights Get-Together)
(Intellectual Property Rights Experts Group, “IPEG”) [PEG

(TRIPS)

92



133

TRIPS
IPEG 2 APEC
(CAP)
1996
IPEG (Convenor)
2007 24 25 APEC IPEG 1 6
24 APEC

(implementation templ ate)135
(capacity building)

(best practices and resources)
136

(signal piracy)

1 Intellectual Property Rights Experts Group,
http://www.apec.org/apec/apec_groups/committees/committee_on_trade/intellectual _pr
operty.html, last review Mar. 11, 2007.
134 L o

ERFEMAL  TEMARLE P 2R A)
http://www.ti po.gov.tw/cooperation/cooperation_2 4.asp, last review Jun. 22, 2007.

5

GdtH THREE 2 APEC #R) ) 2 Tl $RELG AT RS2
APEC#R] | s % > d 2REH > 27 IPEG § &t -
http://aimp.apec.org/M D DB/Pages/search.aspx ?setting=L i stM eeting& DateRange=2007
/01/01%2C2007/01/end& Name=24th%20I ntel | ectual %620Property%20Ri ghts%20Exper

ts%0u2019%20Group%20M eeting%202007, last review Jun. 23, 2007.
136
e owh 3 122 -
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-3 APEC2FEMAEFEERN T

~ “APEC ¥ # | % 3 %% 15 3k

APEC (APEC Anti-Counterfeiting and Piracy

Initiative) 2005 3
(1)
2 3)
(4)
6
1 137
(Three Model Guidelines)"
APEC (APEC Mode Guidelines to

Reduce Trade in Counterfeit and Pirated Goods)
APEC (APEC Mode Guidelines to Protect against Unauthorized
Copies) APEC (APEC Model

Guidelines to Prevent the Sale of Counterfeit and Pirated Goods over the
I nternet)

S AEMARL FBMLF O f SR RITBITE E #7210 RN

2 WAy o ?;m\%f%rf"‘ﬁ?}é_ oo £ T B ey AR 7 0 2005 #
12 * > F 87 ; APEC Anti-Counterfeiting and Piracy Initiative, Meetlng of APEC
Ministers Responsible For Trade, Jun. 2-3 2005,
http://www.apec.org/apec/documents_reports/trade_ministerial_meeting/2005.html, last
review Jun. 23, 2007.

% Three Model Guidelines APEC Anti-Counterfeiting and Piracy Initiative, 17th
APEC Ministerial Meeting, Nov. 15-16, 2005,
http://www.apec.org/apec/documents_reports/annual_ministerial_meetings/2005.html,
last review Jun. 23, 2007.
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1 BC 3 h 2 FRSE 2 APEC %7

(World Customs Organization, “WCQO")
7% 2004 6,370

APEC

(Ex-Officio) ( )

TRIPS
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2. ¥ iR &2 APEC # B
APEC
TRIP
(Berne Convention) (WIPO Copyright Treaty)
(work)
A.
/
(on-demand) (interactive
communication)
B.
C.
(business guideline) (code of conduct)
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APEC

(Terms of Use, “TOU")
TOU (takedown)

(contact information)
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=~ RTH B E KR

APEC 2006
APEC (APEC Model Guidelines for Effective Public
Awareness Campaigns) APEC

(APEC Modd Guideines to Secure Supply Chains against Counterfeit and
Pirated Goods)

(Preventing Illegal use of Software and other Copyright Materials by

Government Entities)
139

1. 7 *»% R 7R 2 F58 2 APEC # 7]
TRIPS (WIPO Internet Treaties)

APEC

APEC
APEC

1 APEC Model Guidelines for Effective Public Awareness Campaigns;, APEC Mode

Guidelines to Secure Supply Chains Against Counterfeit and Pirated Goods; Preventing
[llegal use of Software and other Copyright Materials by Government Entities, 23rd
APEC Intellectual Property Experts Group Meeting, Aug. 15-16, 2006,
http://www.apec.org/apec/documents_reports/intellectual_property _rights_experts_grou
p/2006.html, last review Jun. 23, 2007.
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A.
(early stage)
B.
(authenticity)
(trade fair)
C.

( “STOPFAKES hotline”)
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2002 APEC (Leaders Statement)

APEC 2006
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APEC 2006 8
23 APECIPEG APEC

APEC 2006
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